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EXECUTIVE SUMMARY

5HVWULFWLRQV�RQ�PRYHPHQW� LPSRVHG�E\�JRYHUQ-
PHQWV� DFURVV� WKH� ZRUOG� GXH� WR� WKH� &29,'����
SDQGHPLF�KDYH�KDG�DQ�LPSDFW�RQ�WKH�WUDI¿FNLQJ�
RI� VXEVWDQGDUG� DQG� IDOVL¿HG�PHGLFDO� SURGXFWV��
,QWHUSRO� DQG� WKH� :RUOG� &XVWRPV� 2UJDQL]DWLRQ�
�:&2�� UHSRUWHG� WKDW� VHL]XUHV� RI� VXEVWDQGDUG�
DQG�IDOVL¿HG�PHGLFDO�SURGXFWV��LQFOXGLQJ�SHUVRQ-
DO�SURWHFWLYH�HTXLSPHQW��33(���LQFUHDVHG�IRU�WKH�
¿UVW�WLPH�LQ�0DUFK�������

7KH� HPHUJHQFH� RI� WUDI¿FNLQJ� LQ� 33(� VLJQDOV�
D� VLJQL¿FDQW� VKLIW� LQ� RUJDQL]HG� FULPLQDO� JURXS�
EHKDYLRXU� WKDW� LV� GLUHFWO\� DWWULEXWDEOH� WR� WKH�
&29,'���� SDQGHPLF��ZKLFK� KDV� EURXJKW� KXJH�
GHPDQG�IRU�PHGLFDO�SURGXFWV�VXFK�DV�33(�RYHU�
D� UHODWLYHO\� VKRUW� SHULRG� RI� WLPH�� ,W� LV� IRUHVHH-
DEOH� WKDW��ZLWK� WKH� HYROXWLRQ� RI�&29,'���� DQG�
GHYHORSPHQWV� LQ� PHGLFLQDO� WUHDWPHQWV� DQG�RU�
WKH� UHSXUSRVLQJ�RI�H[LVWLQJ�PHGLFLQHV�� FULPLQDO�
EHKDYLRXU�ZLOO�VKLIW�IURP�WUDI¿FNLQJ�LQ�33(�WR�WKH�
GHYHORSPHQW�DQG�GHOLYHU\�RI�D�&29,'����YDF-
FLQH��)XUWKHUPRUH��F\EHUDWWDFNV�RQ�FULWLFDO�LQIUD�

VWUXFWXUH� LQYROYHG� LQ� DGGUHVVLQJ� WKH� SDQGHPLF�
are likely to continue in the form of online scams 
DLPHG�DW�KHDOWK�SURFXUHPHQW�DXWKRULWLHV�

&KDOOHQJHV�LQ�SDQGHPLF�SUHSDUHGQHVV��UDQJLQJ�
IURP�ZHDN� UHJXODWRU\� DQG� OHJDO� IUDPHZRUNV� WR�
WKH�SUHYHQWLRQ�RI�WKH�PDQXIDFWXULQJ�DQG�WUDI¿FN-
LQJ�RI�VXEVWDQGDUG�DQG�IDOVL¿HG�SURGXFWV�DQG�F\-
EHU�VHFXULW\�VKRUWFRPLQJV��ZHUH�HYLGHQW�EHIRUH�
&29,'�����EXW� WKH�SDQGHPLF�KDV�H[DFHUEDWHG�
WKHP�DQG� LW�ZLOO� EH� GLI¿FXOW� WR�PDNH� VLJQL¿FDQW�
LPSURYHPHQWV�LQ�WKH�LPPHGLDWH�VKRUW�WHUP��

The report concludes that crime targeting 
&29,'����PHGLFDO�SURGXFWV�ZLOO� EHFRPH�PRUH�
IRFXVHG�ZLWK� VLJQL¿FDQWO\� JUHDWHU� ULVNV� WR� SXE-
lic health as the containment phase of the pan-
GHPLF� SDVVHV� WR� WKH� WUHDWPHQW� DQG�SUHYHQWLRQ�
VWDJHV�
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KEY MESSAGES

&29,'���� KDV� EHHQ� WKH� FDWDO\VW� IRU� D� KLWKHUWR�
XQVHHQ� JOREDO�PDUNHW� IRU� WKH� WUDI¿FNLQJ� RI� 33(��
7KHUH� LV�DOVR�VRPH�HYLGHQFH�RI� WKH� WUDI¿FNLQJ�RI�
RWKHU� IRUPV� RI� VXEVWDQGDUG� DQG� IDOVL¿HG� PHGL-
FDO�SURGXFWV��EXW�QRW�WR�WKH�VDPH�H[WHQW�DV�33(��
5HVHDUFK�ZLOO� EH� UHTXLUHG� WR� GHWHUPLQH� WKH� UHD-
VRQV� IRU� WKLV�� ,W�FDQ�EH�H[SHFWHG� WKDW�DV�D� WUHDW-
PHQW�EHFRPHV�DYDLODEOH�DQG�D�YDFFLQH�WR�SUHYHQW�
FRQWUDFWLQJ�&29,'���� LV� LGHQWL¿HG�� WKH� IRFXV�ZLOO�
PRYH�DZD\�IURP�33(�VFDPV�WRZDUGV�YDFFLQH�DQG�
WUHDWPHQW�VFDPV��LQFOXGLQJ�F\EHU�VFDPV�

7KH�VKLIW�LQ�F\EHUDWWDFNV�WRZDUGV�PHGLFDO�SURGXFW�
VXSSOLHV�DQG�KHDOWK� LQIUDVWUXFWXUH�FRUUHODWHV�ZLWK�
WKH�VSUHDG�RI�&29,'�����$V�WKH�SDQGHPLF�IXUWKHU�
GHYHORSV�WR�WKH�VWDELOLVDWLRQ�SKDVH��LW�LV�DQWLFLSDW-
HG�WKDW�DQ\�VXVSHQVLRQ�RI�UDQVRPZDUH�DWWDFNV�RQ�
critical health facilities and the medical product 
VXSSO\�FKDLQ�ZLOO�UHVXPH�

,Q�WKH�FRQWH[W�RI�&29,'�����WKH�DEVHQFH�RI�DQ�HI-
IHFWLYH�DQG�FRPSUHKHQVLYH� UHJXODWRU\� IUDPHZRUN�
LQ� VRPH� FRXQWULHV�� LQFOXGLQJ� ZHDN� WHFKQLFDO� FD-
SDFLW\�� FRQVWUDLQHG� DFFHVV� DQG� LQHIIHFWLYH� RYHU-
VLJKW� WR�DGGUHVV�VXEVWDQGDUG�DQG� IDOVL¿HG�PHGL-
FDO�SURGXFWV��LV�QRW�RQO\�OLIH�WKUHDWHQLQJ�IRU�WKRVH�
FRXQWULHV��LW�LV�DOVR�D�FKDOOHQJH�IRU�WKH�JOREDO�FRP-
PXQLW\�

The global challenge to countries and international 
organizations to respond to the immediate effects 
RI�&29,'����KDV�EHHQ� LPSDFWHG�E\� WKH� WUDI¿FN-
LQJ�RI�VXEVWDQGDUG�DQG�IDOVL¿HG�PHGLFDO�SURGXFWV��
ZKLFK�XQGHUPLQHG�WKHLU�SUHSDUHGQHVV�IRU�WKH�SDQ-
GHPLF�DQG�WKHLU�FDSDFLW\�WR�SUHYHQW�WKH�VSUHDG�RI�
WKH�GLVHDVH�

6WUHQJWKHQLQJ� OHJDO� IUDPHZRUNV� DQG� SHQDOWLHV�
ZLWK�D�YLHZ�WR�DFKLHYLQJ�D�PRUH�KDUPRQL]HG�JOREDO�
approach to the criminalization of the manufactur-
LQJ�DQG�WUDI¿FNLQJ�RI�IDOVL¿HG�PHGLFDO�SURGXFWV�ZLOO�
HQDEOH�EHWWHU�QDWLRQDO�� UHJLRQDO�DQG� LQWHUQDWLRQDO�
UHVSRQVHV�WR�WKLV�W\SH�RI�FULPH��ZKLFK�LPSDFWV�LQ-
GLYLGXDO�DQG�SXEOLF�KHDOWK�RQ�D�JOREDO�EDVLV�

%XLOGLQJ� JRYHUQDQFH� LPSURYHPHQWV� E\� DGGUHVV-
ing good practices in the procurement of medical 
products and the elimination of opportunities for 
FRUUXSWLRQ�LV�DQ�HVVHQWLDO�GHYHORSPHQW�WR�SUHYHQW�
VXEVWDQGDUG� DQG� IDOVL¿HG�PHGLFDO� SURGXFWV� IURP�
HQWHULQJ�WKH�KHDOWK�V\VWHP�

3UHYHQWLQJ��GHWHFWLQJ�DQG� UHVSRQGLQJ� WR�PHGLFDO�
SURGXFW�UHODWHG�FULPH�ZLOO�UHTXLUH�QHZ�RU�DGGLWLRQ-
al cross-skill training in the medical product sector 
and enhanced national coordination mechanisms 
E\�DOO�UHOHYDQW�DFWRUV�WR�DGGUHVV�FXUUHQW�DQG�IXWXUH�
FKDOOHQJHV�
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PURPOSE AND SCOPE 

7KLV� UHSRUW� FRYHUV� WKH�&29,'����UHODWHG� WUDI¿FN-
LQJ�RI�VXEVWDQGDUG�DQG�IDOVL¿HG�PHGLFDO�SURGXFWV��
LQFOXGLQJ�SHUVRQDO�SURWHFWLYH�HTXLSPHQW� LQWHQGHG�
IRU�PHGLFDO�SXUSRVHV��DV�D�WKUHDW�WR�SXEOLF�KHDOWK�

6XEVWDQGDUG� DQG� IDOVL¿HG� PHGLFDO� SURGXFWV� H[-
FOXGH� LQWHOOHFWXDO� SURSHUW\� LQIULQJHPHQWV� RU� YLROD-
WLRQV��

LIMITATIONS OF THIS RESEARCH BRIEF 

The aim of this research brief is to present a con-
GHQVHG�DVVHVVPHQW�RI�WKH�LPSDFW�RI�WKH�&29,'����
SDQGHPLF� RQ� WKH� WUDI¿FNLQJ� RI� VXEVWDQGDUG� DQG�
IDOVL¿HG�PHGLFDO�SURGXFWV��,W�EXLOGV�RQ�LQIRUPDWLRQ�
812'&�KDV�FROOHFWHG�IURP�

• 5HVSRQVHV� VXEPLWWHG� E\� 0HPEHU� 6WDWHV� WR�
812'&�IROORZLQJ�D�FDOO�IRU�LQIRUPDWLRQ�RQ�WKH�
LPSDFW�RI�&29,'����RQ�GUXJV�DQG�FULPH�

• ,QIRUPDWLRQ�SURYLGHG�E\�812'&�¿HOG�RI¿FHV�

• 6\VWHPDWLF� DQDO\VLV� RI� RSHQ� VRXUFHV�� RI¿FLDO�
HYLGHQFH��PHGLD�DQG�LQVWLWXWLRQDO�UHSRUWV�

7KH� DQDO\VLV� SUHVHQWHG� KHUH� VKRXOG� EH� YLHZHG�
as a preliminary assessment of the impact of 
&29,'����RQ�DFWLYLWLHV�UHODWHG�WR�WUDI¿FNLQJ�RI�VXE-
VWDQGDUG�DQG�IDOVL¿HG�PHGLFDO�SURGXFWV��LQFOXGLQJ�
LOOLFLW�HYHQWV�VXFK�DV�F\EHUFULPH��IUDXG��DQG�VFDPV�
DVVRFLDWHG� ZLWK� WKLV� SKHQRPHQRQ�� 6RPH� RI� WKH�
FRQWHQW� RI� WKLV�%ULHI�PD\�EH�EDVHG�RQ�DQHFGRWDO�
LQIRUPDWLRQ�ZLWK� WKH�DLP� WR�DOHUW� WKH� LQWHUQDWLRQDO�
community of the possible threat posed by orga-
QL]HG�FULPH� LQ� UHODWLRQ� WR� WKH� WUDI¿FNLQJ�DQG�VXS-
SO\�RI�VXEVWDQGDUG�DQG�IDOVL¿HG�PHGLFDO�SURGXFWV�
RYHU�WKH�VKRUW�DQG�ORQJ�WHUP��LQ�WKH�FRQWH[W�RI�WKH�
&29,'����SDQGHPLF�

USE OF TERMS IN THIS REPORT 

Substandard medical products1: also called “out 
RI� VSHFL¿FDWLRQ´�� WKHVH� DUH� DXWKRUL]HG� PHGLFDO�
SURGXFWV�WKDW�IDLO�WR�PHHW�HLWKHU�WKHLU�TXDOLW\�VWDQ-
GDUGV�RU�VSHFL¿FDWLRQV��RU�ERWK��

Unregistered medical products: medical prod-
XFWV� WKDW� KDYH� QRW� XQGHUJRQH� HYDOXDWLRQ� DQG�RU�
DSSURYDO�E\�WKH�QDWLRQDO�RU�UHJLRQDO�UHJXODWRU\�DX-
WKRULW\�IRU�WKH�PDUNHW�LQ�ZKLFK�WKH\�DUH�PDUNHWHG�
GLVWULEXWHG�RU�XVHG��VXEMHFW�WR�SHUPLWWHG�FRQGLWLRQV�
under national or regional regulation and legisla-
WLRQ��

)DOVL¿HG� PHGLFDO� SURGXFWV�� medical products 
WKDW� GHOLEHUDWHO\�IUDXGXOHQWO\� PLVUHSUHVHQW� WKHLU�

LGHQWLW\��FRPSRVLWLRQ�RU�VRXUFH��$�IDOVL¿HG�PHGLFDO�
product in this report includes an intentionally man-
XIDFWXUHG�VXEVWDQGDUG�PHGLFDO�SURGXFW��

Medical products: PHGLFLQHV��LQFOXGLQJ�YDFFLQHV��
H[FLSLHQWV�DQG�DFWLYH�VXEVWDQFHV��DV�ZHOO�DV�PHG-
LFDO�GHYLFHV��WKHLU�SDUWV�DQG�PDWHULDOV��DQG�DFFHV-
VRULHV�XVHG�LQ�FRQMXQFWLRQ�ZLWK�PHGLFDO�GHYLFHV��

Organized criminal group: a structured group of 
WKUHH�RU�PRUH�SHUVRQV��H[LVWLQJ�IRU�D�SHULRG�RI�WLPH�
DQG� DFWLQJ� LQ� FRQFHUW�ZLWK� WKH� DLP�RI� FRPPLWWLQJ�
RQH�RU�PRUH� VHULRXV� FULPHV� WR� REWDLQ�� GLUHFWO\� RU�
LQGLUHFWO\��D�¿QDQFLDO�RU�RWKHU�PDWHULDO�EHQH¿W�3

Serious crime: conduct constituting an offence 
SXQLVKDEOH� E\� D� PD[LPXP� GHSULYDWLRQ� RI� OLEHUW\�
RI�DW� OHDVW� IRXU�\HDUV�RU�D�PRUH�VHULRXV�SHQDOW\�4 
 
INTRODUCTION 

2UJDQLVHG� FULPLQDO� JURXSV� KDYH� DGMXVWHG� WR� WKH�
RSSRUWXQLWLHV�DULVLQJ�IURP�WKH�&29,'����SDQGHPLF�
WR� H[SORLW� WKH� YXOQHUDELOLWLHV� DQG� JDSV� H[LVWLQJ� LQ�
KHDOWK�DQG�FULPLQDO� MXVWLFH�V\VWHPV�� They exploit 
fears and uncertainties among populations and 
authorities to generate a demand for scarce med-
LFDO�SURGXFWV��7KH�IDOVL¿FDWLRQ�RI�PHGLFDO�SURGXFWV�
DW�WKH�PDQXIDFWXULQJ�VWDJH�UDLVHV�VLJQL¿FDQW�ULVNV�
IRU�SXEOLF�KHDOWK��DV�VXFK�SURGXFWV�PD\�QRW�SURS-
erly treat disease or illness and may facilitate the 
GHYHORSPHQW�RI�GUXJ�UHVLVWDQFH��7KH�HYLGHQFH� WR�
GDWH�LQGLFDWHV�WKDW�VXFK�FULPLQDOLW\�LQYROYLQJ�PDQ-
XIDFWXULQJ�DQG�WUDI¿FNLQJ�KDV�FORVHO\�IROORZHG�WKH�
VSUHDG�RI�&29,'����6 

$W�WKH�RQVHW�RI�WKH�SDQGHPLF��GHPDQG�IRU�PHGLFDO�
SURGXFWV��LQFOXGLQJ�33(�WR�KHOS�SUHYHQW�WKH�VSUHDG�
RI�&29,'�����VXGGHQO\�RXWVWULSSHG�VXSSO\��&ULPL-
QDO�JURXSV�TXLFNO\�DGDSWHG�E\�SURYLGLQJ�VXEVWDQ-
GDUG�DQG�IDOVL¿HG�PHGLFDO�SURGXFWV��LQFOXGLQJ�33(��
and offering non-existent supplies of products to 
GHIUDXG� LQGLYLGXDOV� DQG� SURFXUHPHQW� DJHQFLHV��
3XEOLF�SUHVVXUH�RQ�KHDOWK�V\VWHPV�WR�DFTXLUH�VXI¿-
FLHQW�33(�IRU�D�FRXQWU\¶V�QHHGV�FUHDWHG�DQ�RSSRU-
WXQLW\�IRU�FULPLQDOV�WR�WDNH�DGYDQWDJH�RI�WKH�VLWXD-
WLRQ�DQG�VXSSO\�VXEVWDQGDUG�DQG�IDOVL¿HG�33(�ZLWK�
ORZHU�JRRG�JRYHUQDQFH�FKHFNV��

:KLOH�QR�PHGLFLQH�KDV�EHHQ�VKRZQ�WR�SUHYHQW�RU�
FXUH�&29,'�����WKLV�KDV�QRW�KLQGHUHG�WKH�RIIHULQJ�RI�
WUHDWPHQWV�DQG�LQ�YLWUR�GLDJQRVWLF��,9'��WHVW�NLWV�E\�
WKRVH�H[SORLWLQJ�XQFHUWDLQW\�DQG�IHDU�IRU�LOOLFLW�JDLQV��
$V�PHGLD�DQG�RWKHU�SXEOLF�FRPPHQWDU\�UHSRUWV�RQ�
clinical trials of potential medicinal substances that 
PD\�SUHYHQW�RU� WUHDW�&29,'����7 it is anticipated 
WKDW�WKRVH�VXEVWDQFHV�DQG�H[LVWLQJ�PHGLFLQHV�ZLOO�
EH�GLYHUWHG�IURP�WKHLU�OHJLWLPDWH�PDUNHWV�DQG�WKDW�
VXEVWDQGDUG�DQG�IDOVL¿HG�YHUVLRQV�ZLOO�HPHUJH���
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THE IMPACT OF COVID-19 ON CRIME RE-
LATED TO SUBSTANDARD AND FALSI-
FIED MEDICAL PRODUCTS 

Exploitation of an opportunity provided by 
COVID-19

&29,'���� KDV� EHHQ� WKH� FDWDO\VW� IRU� D� KLWKHU-
WR� XQVHHQ� JOREDO�PDUNHW� IRU� WUDI¿FNLQJ8 by or-
ganized criminal groups of substandard and 
IDOVL¿HG�PHGLFDO� SURGXFWV� LQFOXGLQJ�33(�� The 
TXDQWLWLHV�RI�VXEVWDQGDUG�DQG�IDOVL¿HG�PHGLFDO�
SURGXFWV�DQG�33(�VHL]HG�ZRUOGZLGH��VHH�0DSV��
LQGLFDWH�WKDW�FULPLQDO�JURXSV�KDYH�WDNHQ�DGYDQ-
WDJH� RI� WKH� HPHUJLQJ� RSSRUWXQLWLHV�� &ULPLQDO�
JURXSV� LQYROYHG� LQ�GUXJ� WUDI¿FNLQJ�KDYH� LQ� WKH�
SDVW�VKRZQ�WKHLU�DGDSWDELOLW\�LQ�WDNLQJ�DGYDQWDJH�
of crises to get their products to the market and 
LW�LV�OLNHO\�WKDW�WKH\�ZLOO�GR�VR�DJDLQ�ZLWK�UHJDUGV�
WR�VXEVWDQGDUG�DQG�IDOVL¿HG�PHGLFDO�SURGXFWV�LQ�
WKH�&29,'����FULVLV��� The production capacity 
needed to resource materials and manufacture 
VLJQL¿FDQW�TXDQWLWLHV�LQGLFDWHV�DQ�DELOLW\�WR�VKLIW�
LOOLFLW�SURGXFWLRQ�DFWLYLWLHV�WR�33(�PDQXIDFWXULQJ�
DW� VKRUW� QRWLFH��7KLV� LV� LQGLFDWLYH� RI� RUJDQLVHG�
FULPH� LQYROYHPHQW�ZLWK� D� OHYHO� RI� RUJDQL]DWLRQ�
and agility to adapt to an emerging opportunity 
ZKLFK� LV�PDWFKHG�E\� WKH�DELOLW\� WR�DFFHVV�FXV-
tomers and effect the supply of substandard and 
IDOVL¿HG�SURGXFWV�RQ�D�JOREDO�EDVLV�11

&29,'���� KDV� FUHDWHG� D� IHUWLOH� FULVLV� HQYLURQ-
PHQW� IRU� DQ� HIIHFWLYH� IUDXG� VFKHPH� WR� ÀRXULVK�
leading to the betrayal of medical product pro-
FXUHPHQW� ERGLHV� DQG� LQGLYLGXDOV�� 7KH� HPHU-
gence of the pandemic has seen data-com-
SURPLVH� IUDXGV�� LQFOXGLQJ� SKLVKLQJ�� VFDPPLQJ�
DQG� EXVLQHVV� HPDLO� FRPSURPLVH�� WKURXJK� WKH�
PDQLSXODWLRQ� RI� FRUSRUDWH� ZHEVLWHV�� WR� FRQ-
YLQFH� SXUFKDVHUV� WKDW� ¿UPV� DUH� JHQXLQH�� ,Q�
PDQ\� GDWD�FRPSURPLVH� IUDXGV�� WKHUH� LV� QR� LQ-
WHQWLRQ� WR�VXSSO\�PHGLFDO�SURGXFWV�� LW� LV�VLPSO\�
D�VFKHPH�WR�GHSULYH�WKH�EX\HU�RI�WKH�SXUFKDVH�
SULFH�� 'XULQJ� &29,'����� KLJK� SUR¿OH� LQVWDQF-
HV�RI� IUDXG�KDYH�EHHQ�XQFRYHUHG��� DORQJ�ZLWK�
UDQVRPZDUH�DWWDFNV�RQ�KRVSLWDOV�13 other orga-
nizations and critical infrastructure engaged in 
FRPEDWLQJ�&29,'�����DOO�RI�ZKLFK�UHTXLUH�VLJQLI-
icant planning and resources on the part of the 
SHUSHWUDWRUV�� 7KH� WUHQG� RI� LOOLFLW� HYHQWV� UHODWHG�
WR�&29,'����VXEVWDQGDUG�DQG�IDOVL¿HG�SURGXFWV�
RYHU�WLPH�FRUUHODWHV�ZLWK�WKH�VSUHDG�RI�WKH�SDQ-
GHPLF�14
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)LJXUH����7UHQGV�LQ�WKH�QXPEHU�RI�LOOLFLW�HYHQWV���UHODWHG�WR�&29,'����LQYROYLQJ�PHGLFDO�
SURGXFWV�UHFRUGHG�LQ�VHOHFWHG�FRXQWULHV�LQ�$VLD16�

6RXUFH��(ODERUDWHG�E\�812'&�IURP�(XURSHDQ�&RPPLVVLRQ�-RLQW�5HVHDUFK�&HQWUH��,QIHFWLRXV�'LVHDVHV�
'DWD�2EVHUYDWRU\�0HGLFLQH�4XDOLW\�0RQLWRULQJ�*OREH�,QGH[�DQG�812'&�¿HOG�RI¿FHV�DQG�:RUOGRPHWHU�
�IRU�GDWD�RQ�QHZ�&29,'����FDVHV�UHFRUGHG�GDLO\��
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1RWH��)RU�IXUWKHU�LQIRUPDWLRQ�VHH�(QGQRWHV�17 
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CONTRIBUTING AND EXPLOITED
WEAKNESSES                                                                    

Regulatory and legal frameworks

2UJDQL]HG� FULPLQDO� JURXSV� H[SORLW� JDSV� DQG� GLV-
FUHSDQFLHV�LQ�QDWLRQDO�OHJLVODWLRQ�DQG�FULPLQDO�MXV-
WLFH�V\VWHPV�18�:HDN�DQG�RU�LQFRQVLVWHQW�UHJXODWR-
U\�DQG�OHJDO�IUDPHZRUNV�IRU�SUHYHQWLQJ��GHWHUULQJ�
DQG�SXQLVKLQJ�RIIHQGHUV�ZKR�PDQXIDFWXUH�RU�WUDI-
¿F�LQ�IDOVL¿HG�PHGLFDO�SURGXFWV�KDV�EHFRPH�PRUH�
HYLGHQW� LQ� WKH� UDSLGO\� HYROYLQJ� FLUFXPVWDQFHV� RI�
WKH�SDQGHPLF�

1DWLRQDO�RU�UHJLRQDO�UHJXODWRU\�DXWKRULWLHV�LQYROYHG�
LQ� SURWHFWLQJ� SXEOLF� KHDOWK� HYDOXDWH� WKH� TXDOLW\��
VDIHW\� DQG� HI¿FDF\� RI�PHGLFLQHV�� DQG� VWDQGDUGV�
DXWKRULWLHV� HYDOXDWH� PHGLFDO� GHYLFHV�� +RZHYHU��
:+2�UHSRUWV�WKDW����SHU�FHQW�RI�QDWLRQDO�UHJXODWR-
U\�DXWKRULWLHV�GR�QRW�KDYH�IXOO�HIIHFWLYH�FDSDFLW\�WR�
SHUIRUP�WKHLU�IXQFWLRQV����7R�IXO¿O�WKHLU�UROHV�HIIHF-
WLYHO\��VXFK�DXWKRULWLHV�UHTXLUH�ULJRURXV�UHJXODWRU\�
standards and access to the latest technologies 
DQG� LQIRUPDWLRQ�V\VWHPV�� ,Q�VRPH�FRXQWULHV��XQ-
GHU�UHVRXUFLQJ�LV�D�VLJQL¿FDQW�FKDOOHQJH�IRU�UHJX-
ODWRU\�DXWKRULWLHV�DQG�ZHDN�RU�LQHIIHFWLYH�UHJXODWR-
U\� IUDPHZRUNV�� LQFOXGLQJ� IRU� WKH� FODVVL¿FDWLRQ� RI�
PHGLFDO�SURGXFWV��PD\�FRQWULEXWH�WR�D�ODFN�RI�GH-
WHFWLQJ�DQG�UHSRUWLQJ�WKH�WUDI¿FNLQJ�RI�VXEVWDQGDUG�
DQG� IDOVL¿HG�PHGLFDO� SURGXFWV��0DQ\�GHYHORSLQJ�
FRXQWULHV�GR�QRW�KDYH�ZHOO�IXQFWLRQLQJ� UHJXODWRU\�
ERGLHV�DQG�KDYH�ZHDN�FDSDFLW\�WR�HQIRUFH�UHJXOD-
WLRQV���

6RPH�FRXQWULHV�LQ�$IULFD��IRU�H[DPSOH��GR�QRW�KDYH�
D�PHGLFDO� GHYLFH� OHJLVODWLYH�RU� UHJXODWRU\� IUDPH-

ZRUN�� &29,'���� FKDOOHQJHV� WKLV� VLWXDWLRQ� HYHQ�
IXUWKHU� ZKHUH� IHDU� DQG� XQFHUWDLQW\� SURPRWHG� E\�
organized criminal groups ensure that people de-
SULYHG�RI�HVVHQWLDO�PHGLFDO�SURGXFWV�ZLOO�QRW�TXHV-
WLRQ� WKH� VXEVWDQGDUG� DQG� IDOVL¿HG� SURGXFWV� WKDW�
WKH\�DUH�RIIHUHG���

,Q� ZHDN� UHJXODWRU\� V\VWHPV�� WKH� VXSSO\� RI� VXE-
VWDQGDUG�DQG�IDOVL¿HG�SURGXFWV��IRU�H[DPSOH�IDFH�
PDVNV�RU�,9'�WHVW�NLWV��PD\�DW�EHVW�FRQVWLWXWH�DQ�
LQIULQJHPHQW�UHODWLQJ�WR�QRQ�FRPSOLDQFH�ZLWK�VWDQ-
GDUGV�ZLWKRXW� DGGUHVVLQJ� WKH� VHULRXVQHVV�RI� WKH�
risk to the public and public health or the degree 
RI�FULPLQDOLW\��

'XH�WR�D�IDLOXUH�WR�UHFRJQLVH�WKDW�PDQ\�VXEVWDQ-
GDUG�DQG�IDOVL¿HG�PHGLFDO�SURGXFW�UHODWHG�FULPHV�
KDYH�VHULRXV�LPSOLFDWLRQV�IRU�VRFLHW\��FULPHV�KDYH�
RIWHQ� EHHQ� UHOHJDWHG� WR� DGPLQLVWUDWLYH� LQIULQJH-
PHQWV��� The gap in recognizing the seriousness of 
VXFK�FULPHV�KDV�SURYLGHG�DQ�DGGLWLRQDO�RSSRUWXQL-
W\�IRU�RUJDQL]HG�FULPLQDO�JURXSV�GXULQJ�&29,'�����
DV�HYLGHQFHG�E\�WKH�ODUJH�TXDQWLWLHV�RI�33(�EHLQJ�
VHL]HG� RU� UHMHFWHG� E\� FRXQWULHV� DV� VXEVWDQGDUG��
(YLGHQFH�RI� VHL]XUHV� LV�PRUH� VWULNLQJ� LQ�(XURSH��
1RUWK�$PHULFD�DQG�$VLD��DOWKRXJK�OLPLWHG�GDWD�RQ�
$IULFD�DOVR� LQGLFDWHV�WKH� LQWHUFHSWLRQ�RI�33(�DQG�
&29,'����UHODWHG�PHGLFLQHV��VHH�0DSV���

*DSV� LQ� OHJLVODWLYH� IUDPHZRUNV� W\SLFDOO\� LQFOXGH�
LQDGHTXDWH� PHGLFDO� SURGXFW� VHFWRU�VSHFL¿F� ODZV�
DQG�D� ODFN�RI�KDUPRQL]DWLRQ�ZLWK�RWKHU� ODZV�DQG�
LQWHUQDWLRQDO� VWDQGDUGV�� 6RPH� ODZV� ODFN� GH¿QL-
WLRQV��DOORZ�IRU�LQVXI¿FLHQW�SHQDOWLHV�RU�IDLO�WR�GHV-
ignate offences as predicate offences in anti-mon-
H\�ODXQGHULQJ� OHJLVODWLRQ���� ,Q�DGGLWLRQ�� WKH�RQOLQH�
and distance selling of medical products is often 
LQDGHTXDWHO\�DGGUHVVHG��� 

6XEVWDQGDUG�DQG�IDOVL¿HG�PHGLFDO�SURGXFW�UHODWHG�
crimes are sometimes treated the same as proper-
W\�IUDXG��LQWHOOHFWXDO�SURSHUW\�FULPHV�DQG�FXUUHQF\�
FRXQWHUIHLWLQJ�� QRWZLWKVWDQGLQJ� WKH� KHDOWK� LPSDFW�
LQYROYHG� ZLWK� VXEVWDQGDUG� DQG� IDOVL¿HG� PHGLFDO�
SURGXFWV�
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MAP 1: ILLICIT EVENTS INVOLVING COVID-19-RELATED SUBSTANDARD AND FALSIFIED MEDICINE 
AND MEDICAL EQUIPMENT IN SELECTED COUNTRIES IN ASIA

6RXUFH��(ODERUDWHG�E\�812'&�IURP�(XURSHDQ�&RPPLVVLRQ�-RLQW�5HVHDUFK�&HQWUH��,QIHFWLRXV�'LVHDVHV�'DWD�2EVHUYDWRU\��0HGLFLQH�4XDOLW\�0RQLWRULQJ�
*OREH�,QGH[��812'&�¿HOG�RI¿FHV�DQG�812'&�:&2�*OREDO�&RQWDLQHU�&RQWURO�3URJUDPPH�
1RWHV��7KH�ERXQGDULHV�DQG�QDPHV�VKRZQ�DQG�WKH�GHVLJQDWLRQV�XVHG�RQ�WKLV�PDS�GR�QRW�LPSO\�RI¿FLDO�HQGRUVHPHQW�RU�DFFHSWDQFH�E\�WKH�8QLWHG�1DWLRQV�
'RWWHG�OLQH�UHSUHVHQWV�DSSUR[LPDWHO\�WKH�/LQH�RI�&RQWURO�LQ�-DPPX�DQG�.DVKPLU�DJUHHG�XSRQ�E\�,QGLD�DQG�3DNLVWDQ��7KH�¿QDO�VWDWXV�RI�-DPPX�DQG�
.DVKPLU�KDV�QRW�\HW�EHHQ�DJUHHG�XSRQ�E\�WKH�SDUWLHV��

MAP 2: ILLICIT EVENTS INVOLVING COVID-19-RELATED SUBSTANDARD AND FALSIFIED  
MEDICINE AND MEDICAL EQUIPMENT IN WESTERN AFRICA

6RXUFH��(ODERUDWHG�E\�812'&�IURP�(XURSHDQ�&RPPLVVLRQ�-RLQW�5HVHDUFK�&HQWUH��,QIHFWLRXV�'LVHDVHV�'DWD�2EVHUYDWRU\��0HGLFLQH�4XDOLW\�0RQLWRULQJ�
*OREH�,QGH[��812'&�¿HOG�RI¿FHV��DQG�812'&�:&2�*OREDO�&RQWDLQHU�&RQWURO�3URJUDPPH�� 
1RWHV��7KH�ERXQGDULHV�DQG�QDPHV�VKRZQ�DQG�WKH�GHVLJQDWLRQV�XVHG�RQ�WKLV�PDS�GR�QRW�LPSO\�RI¿FLDO�HQGRUVHPHQW�RU�DFFHSWDQFH�E\�WKH�8QLWHG�1DWLRQV������������������������������������������������������������������������������                             
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Enforcement capacity and resources

7KH�&29,'����FULVLV�PD\�KDYH�VWUHQJWKHQHG�WKH�
FDSDFLW\�RI� ODZ�HQIRUFHPHQW�DXWKRULWLHV� LQ�VRPH�
FRXQWULHV�DQG�ZHDNHQHG� LW� LQ�RWKHUV����$� UHDO�RU�
SHUFHLYHG�UHGXFWLRQ�LQ�ODZ�HQIRUFHPHQW�FDSDFLW\�
creates a fragility that can be exploited by crimi-
QDO�JURXSV��� 

)RU�DQ�LQYHVWLJDWLRQ�WR�EHJLQ��D�FULPH�QHHGV�WR�EH�
UHFRJQLVHG�RU�UHSRUWHG�E\�YLFWLPV�RU�E\�WKH�6WDWH��
$Q\�GLPLQXWLRQ�RI�WKH�FDSDFLW\�IRU�SUHYHQWLQJ��GH-
WHFWLQJ�RU�UHVSRQGLQJ�WR�VXFK�UHSRUWV�LV�SHUFHLYHG�
E\�FULPLQDOV�DV�DQ�H[SORLWDEOH�ZHDNQHVV�

&RXQWULHV� ODFNLQJ� LQ� NQRZOHGJHDEOH� FURVV�VNLOO�
WUDLQHG�VWDII��RU�WKH�WHFKQLFDO�FDSDELOLW\�WR�GHWHFW�
VXEVWDQGDUG�DQG� IDOVL¿HG�PHGLFDO�SURGXFWV��DUH�
PRUH� YXOQHUDEOH� WR� H[SORLWDWLRQ� GXULQJ� WKH� SDQ-
GHPLF��&ULPLQDO�JURXSV�DGDSW�TXLFNO\�WR�FKDQJHG�
ODQGVFDSHV��RIWHQ�PXFK�IDVWHU�WKDQ�ODZ�HQIRUFH-
PHQW�DXWKRULWLHV��ZKLFK�PD\�ODFN�WKH�FURVV�VNLOO�
trained staff able to identify changing offending 
DFWLYLWLHV�� WKH�SURGXFWV� LQYROYHG�DQG�WKH�WUDI¿FN-
LQJ�PHWKRGV��

,Q�VRPH�FRXQWULHV��LQDGHTXDWH�HQIRUFHPHQW�PD\�
KDYH�H[LVWHG�EHIRUH�WKH�FULVLV��DQG�FRPELQHG�ZLWK�
a lack of understanding of the risks posed by sub-
VWDQGDUG�DQG� IDOVL¿HG�PHGLFDO�SURGXFWV��DXWKRU-
LWLHV�PD\� RYHUORRN� WKH� VXSSO\� RI� VXFK products 
GXH�WR�D�SHUFHSWLRQ�WKDW�LW�PD\�EH�EHWWHU�WR�KDYH�
VXFK�SURGXFWV�WKDQ�QRW�WR�KDYH�DQ\�SURGXFWV�DW�DOO�
IRU� WKRVH�ZLWKRXW� WKH�PHDQV� WR�DFTXLUH�JHQXLQH�
PHGLFDO�SURGXFWV���

Challenges in investigation and prosecution

The sudden emergence of a market for substan-
GDUG� DQG� IDOVL¿HG� SURGXFWV� GXULQJ� WKH� SDQGHP-
LF�KDV�DOORZHG�DXWKRULWLHV�OLWWOH�WLPH�WR�UHFRJQL]H�
WKH�VWDWXV�RI�VXVSHFWHG�VXEVWDQGDUG�DQG�IDOVL¿HG�
SURGXFWV� DQG� WKH� FRQVHTXHQW� KDUP� WR� FLWL]HQV��
7KLV�LV�DOVR�D�KLQGUDQFH�WR�LQYHVWLJDWLRQ��WKH�FRO-
OHFWLRQ�RI�HYLGHQFH�DQG�WKH�SRVVLELOLW\�RI�D�FRQVH-
TXHQW�SURVHFXWLRQ��

0RUHRYHU��DW�WKH�HQG�RI�WKH�VXEVWDQGDUG�DQG�IDOVL-
¿HG�SURGXFWV�VXSSO\�FKDLQ��RU�WKH�GHFLVLYH�FULPH��
there may be no products remaining to analyse or 
WHVW��RU�QR�FKDLQ�RI�HYLGHQFH�WR�IDFLOLWDWH�D�SURV-
HFXWLRQ�DQG� IDOVL¿HG�GRFXPHQWDWLRQ�PD\�EH� WKH�
RQO\�VXUYLYLQJ�HYLGHQFH��

)XUWKHUPRUH��EDFNORJV�DQG�EORFNDJHV�DUH�FUHDW-
HG�E\�D�VKRUWDJH�RI�VFLHQWL¿F�DQDO\WLFDO� IDFLOLWLHV�
for analysing medicines or testing medical prod-

XFWV�� RIWHQ� GXH� WR� VXFK� IDFLOLWLHV� EHLQJ� GLYHUWHG�
WR�&29,'����WHVWLQJ��IXUWKHU�KLQGHULQJ�WKH�WLPHO\�
�LI�DQ\��UHVXOWV�ZKLFK�DUH�QHHGHG�ERWK�WR�SURWHFW�
YLFWLPV� DQG� WR� FRQWULEXWH� WR� WKH� FULPLQDO� MXVWLFH�
SURFHVV��

7KHVH�ZHDNQHVVHV�LPSDFW�YLFWLPV�DV�WKH\�OHDG�WR�
DQ�LQDELOLW\�WR�GHWHUPLQH�WKH�FDXVH�RI�LQMXU\�IURP�
VXEVWDQGDUG�DQG� IDOVL¿HG�PHGLFDO� SURGXFWV� DQG�
the information needed to assist them in their re-
FRYHU\�DQG�DV�ZHOO�DV�GHSULYLQJ�WKHP�RI�WKH�SRV-
VLELOLW\�RI�REWDLQLQJ� MXVWLFH� IRU� WKH�KDUP�GRQH� WR�
WKHP�

,Q� DGGLWLRQ� WR� FKDLQ� RI� FXVWRG\�� DQDO\VLV� DQG�
WHVWLQJ�JDSV�� IHZ�SURVHFXWRUV�KDYH� WKH�VNLOOV�RU�
UHVRXUFHV� WR� GHDO�ZLWK� WKH�SDUWLFXODU� DVSHFWV� RI�
FULPH� UHODWHG� WR� IDOVL¿HG� PHGLFDO� SURGXFWV� WKDW�
PD\� EH� WUDQVQDWLRQDO� DQG� FRPSOH[� DQG� UHTXLUH�
expert testimony and legal assistance from other 
FRXQWULHV�

Cooperation and collaboration 

6LJQL¿FDQW�HIIRUWV�KDYH�EHHQ�PDGH�E\�WKH� LQWHU-
QDWLRQDO� FRPPXQLW\� RYHU� WKH� SDVW� ��� \HDUV� WR�
LPSURYH� FRRSHUDWLRQ� DQG� FROODERUDWLRQ� DPRQJ�
QDWLRQDO�DJHQFLHV�LQYROYHG�LQ�PHGLFDO�SURGXFW�UH-
ODWHG�FULPH����+RZHYHU�� WKH� ODFN�RI�FROODERUDWLRQ�
EHWZHHQ�YDULRXV�SXEOLF�DJHQFLHV�LQYROYHG�LQ�FRP-
EDWLQJ� VXEVWDQGDUG� DQG� IDOVL¿HG� PHGLFDO� SURG-
XFWV�LV�VWLOO�D�FRPPRQ�FKDOOHQJH�ZKLFK�EHFRPHV�
HYLGHQW� LQ� D� FULVLV���� 6XEVWDQGDUG� DQG� IDOVL¿HG�
PHGLFDO�SURGXFW�LQYHVWLJDWLRQ�UHTXLUHV�D�KLJK�OHY-
el of collaboration among agencies nationally and 
LQWHUQDWLRQDOO\� WR� WUDFH� WUDI¿FNHUV� RYHU� ERUGHUV�
XVLQJ�DOO�DYDLODEOH�UHVRXUFHV��

This cooperation is also hampered by resource 
GH¿FLHQFLHV��:KLOH�GLJLWDO� UHFRUGV�KDYH�EHFRPH�
FRPPRQ�DQG� UHTXLUH�GLJLWDO� IRUHQVLF�DQDO\VLV� WR�
H[DPLQH�WKHP��LQYHVWLJDWRUV�GR�QRW�DOZD\V�KDYH�
DFFHVV� WR� VXFK� IDFLOLWLHV�� &RRSHUDWLRQ� EHWZHHQ�
QDWLRQDO� DJHQFLHV� DOVR� LQYROYHV� EXGJHWDU\� DQG�
RWKHU� W\SHV� RI� FRPSHWLQJ� LQWHUHVWV�� DV� ZHOO� DV�
OHJLVODWLYH�EORFNDJHV��WR�WKH�GHWULPHQW�RI�WKH�H[-
FKDQJH�RI�YLWDO�LQIRUPDWLRQ�DQG�VXSSRUW��� 

The absence of reports on substandard and fal-
VL¿HG� PHGLFDO� SURGXFWV� IURP� FRXQWULHV� GXULQJ�
&29,'����� IRU� ZKLFK� WKHUH� PD\� EH� YDULRXV�
UHDVRQV�� FRXOG� EH� DQ� LQGLFDWRU� RI� D� ODFN� RI� LQ-
WHUQDO� FROODERUDWLRQ�� ZKLFK� VXEVHTXHQWO\� LP-
SDFWV� LQWHUQDWLRQDO� DFWLRQ� DJDLQVW� RIIHQGHUV�
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3DQJHD�2SHUDWLRQ�;,,,�������0DUFK�����

,Q� 0DUFK� ������ ,QWHUSRO� FRRUGLQDWHG� 2SHUDWLRQ�
Pangea XIII to target illegal online sales of med-
LFLQHV� DQG� PHGLFDO� SURGXFWV�� /DZ� HQIRUFHPHQW�
DQG�KHDOWK�UHJXODWRU\�DXWKRULWLHV�IURP����FRXQWULHV�
SDUWLFLSDWHG�LQ�WKH�MRLQW�DFWLRQ�ZKLFK�OHG�WR�����DU-
UHVWV�ZRUOGZLGH�DQG� WKH�VHL]XUH�� of substandard 
DQG� IDOVL¿HG� IDFH�PDVNV� DV�ZHOO� DV� RYHU�86����
PLOOLRQ�ZRUWK�RI�SRWHQWLDOO\�GDQJHURXV�SKDUPDFHX-
WLFDO�SURGXFWV��� &RPSDUHG�WR�DQ�HDUOLHU�RSHUDWLRQ�
LQ�������,QWHUSRO�UHSRUWHG�DQ�LQFUHDVH�RI�DERXW����
SHU�FHQW�LQ�VHL]XUHV�RI�XQDXWKRUL]HG�DQWLYLUDO�PHG-
LFDWLRQ�DQG�D�PRUH�WKDQ�����SHU�FHQW� LQFUHDVH�LQ�
VHL]XUHV�RI�XQDXWKRUL]HG�FKORURTXLQH��DQ�DQWLPD-
ODULDO���indicating a surge in substandard and falsi-
¿HG�PHGLFDO�SURGXFWV�DQG�XQDXWKRUL]HG�PHGLFDWLRQ�
circulating in the market that may be connected to 
WKH�&29,'����SDQGHPLF�

ONGOING THREATS

&ULPLQDOV�H[SORLW�FRUUXSWLRQ�� WKH�UHOD[DWLRQ�RI�GXH�
GLOLJHQFH� FKHFNV� DQG� V\VWHPLF� ZHDNQHVVHV� H[-
DFHUEDWHG�E\�&29,'���31 to the detriment of the 
KHDOWK�EXGJHW��7KLV�SDUWLFXODUO\�DSSOLHV�WR�DXWKRUL-
WLHV�YXOQHUDEOH�WR�VXFFXPELQJ�WR�VFDPPLQJ�RSHUD-
WLRQV�ZKHUH�PRQH\�LV�SDLG�DQG�QRWKLQJ�LV�UHFHLYHG�
LQ�UHWXUQ��DV�KDV�EHHQ�HYLGHQW�GXULQJ�WKH�&29,'����
FULVLV���

3XEOLF� KHDOWK� FRQWUDFWV� IRU� PHGLFDO� SURGXFWV�� LQ-
FOXGLQJ�33(��DUH�OXFUDWLYH��DQG�DUH�WKHUHIRUH�VXV-
FHSWLEOH�WR�FRUUXSWLRQ�33�&RUUXSWLRQ�LQ�SXEOLF�KHDOWK�
systems is a global problem34� WKDW� WRJHWKHU� ZLWK�
WKH�FKDOOHQJHV�RI�&29,'�����FUHDWHV�RSWLPDO�FRQ-
GLWLRQV�IRU�WKH�LOOLFLW�GLYHUVLRQ�RI�SXEOLFO\�RZQHG�DQG�
IXQGHG� PHGLFDO� SURGXFWV�� 7KLV� H[WHQGV� WR� WKHIW�
IURP�VXSSO\�FKDLQV�DQG�KRVSLWDOV����DV�ZHOO�DV�SUR-
FXUHPHQW� FRUUXSWLRQ�36� :KLOH� D� UDSLG� HPHUJHQF\�
UHVSRQVH�LV�LPSHUDWLYH��JRYHUQPHQWV�PXVW�DOVR�UH-
PDLQ�DFFRXQWDEOH�IRU�KRZ�UHVRXUFHV�DUH�VSHQW��$Q�
HIIHFWLYH�ZD\�WR�LQFUHDVH�DFFRXQWDELOLW\�LV�WR�LGHQ-
WLI\�DQG�PDQDJH�FRUUXSWLRQ�ULVNV�ZLWKLQ�DXWKRULWLHV�
PDQGDWHG�ZLWK�SURFXULQJ�DQG�GLVWULEXWLQJ�PHGLFLQH�
DQG�PHGLFDO�VXSSOLHV�

7KH� LOOLFLW�GLYHUVLRQ�RI� OHJLWLPDWH�PHGLFDO�SURGXFWV�
WR�VHOO�WR�RWKHU�PDUNHWV�DV�&29,'����UHODWHG�SURG-
XFWV� UHGXFHV� WKH�VWRFN�DYDLODEOH� IRU� WKH� LQWHQGHG�
PDUNHW��7KLV�UHVXOWV�LQ�VKRUWDJHV��UHIHUUHG�WR�E\�WKH�
:RUOG�+HDOWK�2UJDQL]DWLRQ��:+2��DV�VWRFNRXWV��RI�
SURGXFWV�ZKLFK�LQ�PDQ\�FDVHV�KDYH�DOUHDG\�EHHQ�
SDLG�IRU�E\�WKH�QDWLRQDO�SXEOLF�KHDOWK�EXGJHW��7KLV�
RFFXUV� LQ� ERWK� GHYHORSLQJ� DQG� GHYHORSHG� FRXQ-
WULHV�37 Shortages of medical products create op-
SRUWXQLWLHV�IRU�PHGLFDO�SURGXFW�WUDI¿FNHUV�

2UJDQL]HG�FULPLQDO�JURXSV�LQ�WKH�:HVWHUQ�%DONDQV�
DUH� EHOLHYHG� WR� EH� LQYROYHG� LQ�PRQH\� ODXQGHULQJ�
DQG�LQYHVWLQJ�WKHLU�LOOLFLW�JDLQV�LQ�WKH�SURGXFWLRQ�DQG�
WUDI¿FNLQJ�RI�IDOVL¿HG�PHGLFDO�SURGXFWV�DQG�33(�38 

7KH� KLJK� GHPDQG� IRU� VFDUFH� PHGLFDO� SURGXFWV��
FRPELQHG�ZLWK�FXUWDLOPHQW�LQ�WKH�VXSSO\�RI
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OHJLWLPDWH� SURGXFWV� GXH� WR�PRYHPHQW� UHVWULFWLRQV��
KDV�FUHDWHG�D�VLJQL¿FDQW�VDOHV�DQG�VXSSO\�RSSRU-
WXQLW\�IRU�FULPLQDOV��UHVXOWLQJ�LQ�D�PDQLIROG�LQFUHDVH�
LQ�DGYHUWLVHPHQWV41  and supply directly connected 
WR� WKH�&29,'����SDQGHPLF����7KHUH� LV�HYHU\� UHD-
VRQ� WR�H[SHFW� WKLV� WUHQG� WR�FRQWLQXH��HVSHFLDOO\� LQ�
UHJLRQV�ZKHUH� WKH� LOOLFLW� GUXJ� WUDGH� LV� XQGHU� SUHV-
VXUH� IURP� PRYHPHQW� FRQWUROV43� DQG� ODZ� HQIRUFH-
PHQW��,QWHUSRO�UHSRUWHG�WKDW�2SHUDWLRQ�3DQJHD�;,,,�
LQ�0DUFK������VDZ�VLJQL¿FDQWO\�LQFUHDVHG�VHL]XUHV�
RI�&29,'����UHODWHG�PHGLFDO�SURGXFWV�44 

:KLOH�LW�UHPDLQV�WR�EH�VHHQ�LI�WKLV�WUHQG�LV�VSHFL¿F�
WR�&29,'����RU�LQFOXGHV�RWKHU�FRQWULEXWRU\�FDXVHV��
DQ\� IXUWKHU�FRQWLQXDWLRQ�ZLOO� LQFUHDVH�WKH� WKUHDW� WR�
LQGLYLGXDO�DQG�SXEOLF�KHDOWK�DQG�WR�FULPLQDO� MXVWLFH�
systems as criminal groups bring their product ac-
TXLVLWLRQ� VNLOOV� DQG� WUDI¿FNLQJ� QHWZRUNV� WR� VXEYHUW�
OHJLWLPDWH�PHGLFDO�SURGXFW�VXSSO\�FKDLQV��

Dark Web

7KH�GDUNQHW�UHPDLQV�D�VPDOO�EXW�JURZLQJ�WUDI¿FNLQJ�
space for the illicit marketing of substandard and 
IDOVL¿HG�PHGLFDO�SURGXFWV�ZKLFK�GRHV�QRW�VHHP�WR�
KDYH� EHHQ� VLJQL¿FDQWO\� DOWHUHG� E\� WKH� &29,'����
FULVLV��+RZHYHU��WKLV�PD\�FKDQJH�LQ�WKH�IXWXUH��SDU-
WLFXODUO\�ZKHQ�D�&29,'����WUHDWPHQW�RU�YDFFLQH�LV�
GHYHORSHG��

0RQRSRO\�0DUNHW��D�'DUN�:HE�PDUNHWSODFH��EDQQHG�
LWV�YHQGRUV�IURP�VXSSO\LQJ�PHGLFDO�SURGXFWV�WKDW�DUH�
LQ�VKRUW� VXSSO\�EHFDXVH�RI� WKH�SDQGHPLF��DV�ZHOO�
DV�WKH�XVH�RI�&29,'����DV�D�PDUNHWLQJ�WRRO��:KLOH�
WKLV�PD\�EH�D�ZHOFRPH�PHVVDJH��WKH�ULVNV�FRQWLQXH�
as such declarations do not exclude the legitimate 
KHDOWK� FDUH� VXSSO\� FKDLQ�� RU� WKH� SKDUPDFHXWLFDO��
PHGLFDO� GHYLFH� RU�PHGLFDO� 33(� LQGXVWU\� IURP� DW-
WDFN��2WKHU�F\EHUFULPLQDOV�KDYH�QRW�PDGH�DQ\�VXFK�
GHFODUDWLRQ� WR� H[HPSW� FULWLFDO� &29,'����UHODWHG�
WDUJHWV�DQG�DUH�H[SHFWHG�WR�FRQWLQXH�ZLWK�F\EHUDW-
WDFNV����7KH�RSSRUWXQLWLHV�IRU�JDLQ�GXULQJ�&29,'����
ZLOO�FRQWLQXH�WR�EH�H[SORLWHG�DV�ORQJ�DV�WKH�SDQGHP-
LF�FRQWLQXHV�WR�FDXVH�GLVUXSWLRQ�DQG�FKDRV��

$�VWXG\�RI�VRPH�RI�WKH�ODUJHVW�(QJOLVK�ODQJXDJH�RQ-
OLQH�PDUNHWSODFHV�RQ�WKH�'DUN�:HE�ZDV�FRQGXFWHG�
LQ�$SULO������WR�LGHQWLI\�WUDQVDFWLRQV�LQYROYLQJ�PHG-
LFLQHV�DQG�PHGLFDO�HTXLSPHQW�UHODWHG�WR�&29,'����
DQG�WR�GHWHUPLQH�WKH�TXDQWLW\�DQG�W\SH�RI�SURGXFWV�
EHLQJ�OLVWHG�DQG�VROG�46�7KH�PDUNHWSODFHV�VXUYH\HG�
LQFOXGHG�� (PSLUH� 0DUNHW�� 'DUN� 0DUNHW�� 9HUVXV��
:KLWH�+RXVH�0DUNHW��7RU�0DUNHW�DQG�0RQRSRO\��

7KH�DQDO\VLV�GLG�QRW�SURGXFH�VLJQL¿FDQW�FRQYLQFLQJ�
HYLGHQFH�RI�PDMRU�VDOHV�LQYROYLQJ�&29,'����UHODW-
HG� PHGLFLQH� DQG� PHGLFDO� HTXLSPHQW��$OWKRXJK� D�
VPDOO� QXPEHU�RI� OLVWLQJV�RI� UHOHYDQW�SURGXFWV�ZDV�
REVHUYHG��WKHVH�DSSHDU�WR�JHQHUDWH�YHU\�OLWWOH�UHYH-

QXH��1RWDEO\��RQ�0RQRSRO\�PDUNHW��ZKLFK�LV�VPDOOHU�
WKDQ�WKH�RWKHU�PDUNHWSODFHV�FRYHUHG�E\�WKH�VXUYH\��
RQO\�RQH�&29,'����UHODWHG�SURGXFW�ZDV�OLVWHG���K\-
GUR[\FKORURTXLQH� VXOSKDWH�� 0DUNHW� DGPLQLVWUDWRUV�
SRVWHG�D�ZDUQLQJ�WR�SRWHQWLDO�EX\HUV�WKDW�WKH�GUXJ�
LV�QRW�WR�EH�FRQVLGHUHG�D�UHOLDEOH�FXUH�IRU�&29,'����
DQG�WKDW�VHOI�GLDJQRVLV�LV�QRW�DGYLVDEOH�

$� EUHDNGRZQ� RI� VDOHV� RI� &29,'����UHODWHG� SURG-
XFWV� RQ� (PSLUH� 0DUNHW� LQ�$SULO� ����� VKRZV� WKDW�
WKH�RYHUZKHOPLQJ�PDMRULW\�RI�WUDQVDFWLRQV�LQYROYHG�
&29,'����WHVW�NLWV��LQFOXGLQJ�DQWLERG\�WHVWV��6DOHV�
RI� IDFH� PDVNV�� K\GUR[\FKORURTXLQH� DQG� RWKHU�
&29,'����UHODWHG� PHGLFLQHV� VXFK� DV� UHPGHVLYLU�
DFFRXQWHG� IRU� DSSUR[LPDWHO\� ��� SHU� FHQW� RI� VXFK�
VDOHV��

Figure 2: Breakdown of sales of COVID-19- Figure 2: Breakdown of sales of COVID-19- 
related-medical products on Empire Market record-related-medical products on Empire Market record-
HG�LQ�$SULO�����HG�LQ�$SULO�����

)RU�IXUWKHU�LQIRUPDWLRQ�VHH�$QQH[�

Unknown threats 

,W� LV�OLNHO\�WKDW�QHZ�WKUHDWV�ZLOO�HPHUJH�GXULQJ�DQG�
IROORZLQJ� WKH� WUHDWPHQW� DQG� SUHYHQWLRQ� SKDVHV� RI�
&29,'����� 6HL]XUHV� RI� VPDOO� TXDQWLWLHV� RI� VXE-
VWDQGDUG� DQG� IDOVL¿HG� &29,'����UHODWHG� PHGLFDO�
SURGXFWV�PD\�LQGLFDWH�WKH�HPHUJHQFH�RI�QHZ�LOOLFLW�
PDUNHWV��$�VHL]XUH�RI�������WKHUPRPHWHUV�ZDV�UH-
SRUWHG�LQ�7KDLODQG�IROORZLQJ�WKHLU�WUDI¿FNLQJ�WKURXJK�
three other countries47 and a report of thermome-
WHUV�ZKLFK�GR�QRW�FRQIRUP�ZLWK�(8�UHJXODWLRQV�ZDV�
DOVR�QRWHG�LQ�,WDO\�48 

)XUWKHU�UHSRUWV�RI�VLPLODU�VHL]XUHV�LQ�RWKHU�FRXQWULHV�
PD\� HPHUJH� RYHU� WLPH�ZLWK� VHULRXV� SXEOLF� KHDOWK�
LPSOLFDWLRQV�IRU�&29,'����LQIHFWLRQ�WHPSHUDWXUH�LQ-
GLFDWRUV�LI�WKH\�DUH�QRW�GHWHFWHG��7KHUH�KDYH�EHHQ�



18&29,'����UHODWHG�7UDI¿FNLQJ�RI�0HGLFDO�3URGXFWV�DV�D�7KUHDW�WR�3XEOLF�+HDOWK

UHSRUWV�RI�VXEVWDQGDUG�DQG�IDOVL¿HG�YHQWLODWRUV����� 
LQ�5XVVLD��ZKHUH�D� IUDXG�HQTXLU\� KDV�EHJXQ�� DV�
ZHOO�DV�LQ�WKH�8.��ZKHUH�YHQWLODWRUV�VXSSOLHG�ZHUH�
VXEVWDQGDUG� DQG� SRWHQWLDOO\� GDQJHURXV��� The 
VXSSO\�RI�VXEVWDQGDUG�YHQWLODWRUV�ZDV�DOVR�UHSRUW-
HG�LQ�%RVQLD�DQG�+HU]HJRYLQD���

Medical oxygen is also an essential component for 
WKH�WUHDWPHQW�RI�&29,'����SDWLHQWV�LQ�FULWLFDO�FDUH��
HYHQ� IRU� WKRVH� WKDW� GR�QRW� UHTXLUH�D�PHFKDQLFDO�
YHQWLODWRU�� +RZHYHU�� QR� VHL]XUHV� RI� VXEVWDQGDUG�
DQG�IDOVL¿HG�PHGLFDO�R[\JHQ�KDYH�EHHQ�UHSRUWHG�
WR� GDWH�� 3XOVH� R[LPHWHUV�� XVHG� E\� SDWLHQWV� ZLWK�
chronic respiratory illnesses to monitor their blood 
R[\JHQ� OHYHOV�� DUH� UHSRUWHG� WR� EH� LQ� GHPDQG�E\�
KHDOWK\�LQGLYLGXDOV�FRQFHUQHG�DERXW�&29,'�������
This risks creating a shortage of pulse oximeters 
WR�WKH�GHWULPHQW�RI�LOO�SDWLHQWV�ZKLFK�ZRXOG�EH�H[-
DFHUEDWHG�LI�WKDW�VKRUWDJH�ZHUH�WR�EH�¿OOHG�E\�VXE-
VWDQGDUG�DQG�IDOVL¿HG�SXOVH�R[LPHWHUV��

7KH�SURGXFWV�PHQWLRQHG�DERYH�KDYH�EHHQ�LQ�KLJK�
GHPDQG� DQG� VKRUW� VXSSO\�� EXW� FRQWUDU\� WR� 33(��
VHL]XUHV� RI� WUDI¿FNHG� VXEVWDQGDUG� DQG� IDOVL¿HG�
SURGXFWV� KDYH� QRW� EHHQ� UHSRUWHG��7KLV� FRXOG� EH�
because they are not considered a priority and 
FRQVHTXHQWO\��WKH\�DUH�QRW�LQWHUFHSWHG�E\�ODZ�HQ-
IRUFHPHQW�DXWKRULWLHV��RU�EHFDXVH�RI�D�ODFN�RI�FD-
SDFLW\��7KH�PRVW�RSSRUWXQH�IDOVL¿HG�PHGLFDO�SURG-
ucts for criminals to produce are those that no one 
NQRZV�DUH�IDOVL¿HG��:HUH�WKLV�WR�RFFXU��WKH\�PD\�
JR�XQGHWHFWHG�EXW�FRXOG�KDYH�WUDJLF�FRQVHTXHQF-
HV�

Demand-led supply during COVID-19 and the fu-
ture criminal threat involving vaccines

7KH� GHPDQG�VXSSO\� JDS� LQ� &29,'����UHODWHG�
products that naturally arose in the early contain-
ment phase of the pandemic is gradually being 
UHGXFHG� IRU� VRPH�SURGXFWV��3URGXFHUV�DQG� VXS-
SOLHUV� RI� QRQ�SKDUPDFHXWLFDO� PHGLFDO� SURGXFWV��
including medical grade face masks and surgical 
JRZQV��DUH�UHVSRQGLQJ�PRUH�UDSLGO\�E\�LQFUHDVLQJ�
manufacturing capacity thereby reducing opportu-
QLWLHV�IRU�VFDPV�DQG�WUDI¿FNLQJ�LQ�VXEVWDQGDUG�DQG�
IDOVL¿HG�SURGXFWV��

Since the production of such products does not 
UHTXLUH�KLJKO\� WHFKQLFDO� LQIUDVWUXFWXUH�RU�VRSKLVWL-
FDWHG�NQRZ�KRZ�� WKH�VXSSO\�FKDLQ�FDQ�EH�TXLFN-
O\� DGDSWHG� WR� ODUJHU� GHPDQG�� +RZHYHU�� ZKHQ� LW�
FRPHV� WR� SKDUPDFHXWLFDO� PHGLFLQHV� WR� SUHYHQW�
DQG� WUHDW� WKH� YLUXV�� QR� VXFK� SURGXFWV� KDYH� \HW�
EHHQ�IRXQG��DQG�EXLOGLQJ�D�VXSSO\�FKDLQ�WR�VDWLV-
I\�JOREDO�GHPDQG�ZLOO�UHTXLUH�D�PXFK�ORQJHU�WLPH�
VFDOH��

7KLV�WLPH�JDS��LQ�WKH�DEVHQFH�RI�D�VFLHQWL¿F�VROX-

WLRQ�� LV� DQ�RSSRUWXQLW\� IRU� FULPLQDO� JURXSV� WR� VHOO�
VXEVWDQGDUG� DQG� IDOVL¿HG� PHGLFDO� SURGXFWV�� )RU�
OHJLWLPDWH�YDFFLQH�SURGXFWV�� WKH�JOREDO�PDQXIDF-
turing capacity is limited by many technical and 
UHJXODWRU\�IDFWRUV�DV�ZHOO�DV�WKH�IDFW�WKDW�WKHUH�DUH�
RQO\�D�UHODWLYHO\�VPDOO�QXPEHU�RI�VXFK�PDQXIDFWXU-
HUV�� LQ�H[LVWHQFH��DQG�WKH\�PD\�QRW�UHDGLO\�FRSH�
ZLWK�UDSLG�FKDQJH��� 

,W�LV�WR�EH�H[SHFWHG�WKDW�FULPLQDO�DFWRUV�ZLOO�VHL]H�
QHZ�RSSRUWXQLWLHV�WR�PDUNHW�VXEVWDQGDUG�DQG�IDO-
VL¿HG� YDFFLQHV� DV� VRRQ� DV� D� OHJLWLPDWH� YDFFLQH�
candidate is announced and before the genuine 
product can be legitimately produced and sup-
SOLHG��� 

$JDLQ��DV�GHPDQG�LV�OLNHO\�WR�EH�JUHDWHU�WKDQ�WKH�
DELOLW\�WR�VXSSO\�OHJLWLPDWH�YDFFLQHV��WKH�LOOLFLW�PDU-
NHW�VSDFH�ZLOO�FRQWLQXH�WR�H[SDQG�ZKHQHYHU�WKHUH�
DUH�DQHFGRWDO�UHSRUWV�RI�XQSURYHQ�UHPHGLHV��� 

6RPH� LOOHJDO� DFWLYLWLHV� VXUURXQGLQJ� IDOVL¿HG� YDF-
FLQHV�KDYH�DOUHDG\�HPHUJHG��HYHQ�WKRXJK�D�YDF-
FLQH�KDV�QRW�\HW�EHHQ�GLVFRYHUHG��$�ZHEVLWH�DG-
YHUWLVLQJ� D� IUDXGXOHQW� FRURQDYLUXV� YDFFLQH� ZDV�
GHWHFWHG� LQ� WKH� 8QLWHG� 6WDWHV� RI� $PHULFD�� 7KH�
86� 'HSDUWPHQW� RI� -XVWLFH� KDV� VXEVHTXHQWO\� LV-
VXHG� D� SXEOLF�ZDUQLQJ� DJDLQVW� FULPLQDOV� VHHNLQJ�
to exploit the state of emergency and uncertainly 
VXUURXQGLQJ�&29,'����E\�DGYHUWLVLQJ� LOOHJLWLPDWH�
YDFFLQHV��� 

SOLUTIONS AND POLICY IMPLICATIONS

Enhancing regulatory and legislative measures 

0HGLFDO�SURGXFW�UHODWHG�FULPH�LQYROYHV�WKH�WUDI¿FN-
LQJ�RI�SURGXFWV�IURP�VRXUFH�SURGXFWLRQ�FRXQWULHV��
WKURXJK�WUDQVLW�FRXQWULHV��WR�WKH�GHVWLQDWLRQ�FRXQ-
WULHV�ZKHUH�WKH\�ZLOO�EH�XVHG��7KH�FKDOOHQJH�LV�WKXV�
an international responsibility to be addressed by 
DOO�DIIHFWHG�FRXQWULHV�DQG�UHJLRQV��

3XWWLQJ� LQ�SODFH�VWURQJ� OHJLVODWLYH�DQG� UHJXODWRU\�
IUDPHZRUNV� WR� FRPEDW� VXEVWDQGDUG� DQG� IDOVL¿HG�
PHGLFDO�SURGXFW�UHODWHG�FULPH�UHTXLUHV�D�IRFXV�RQ�
FULPLQDOLVLQJ�EHKDYLRXU�DQG�SURWHFWLQJ�WKH�LQWHJULW\�
of medical products and legitimate supply chains 
in order to protect public health and deter offend-
HUV��

7KLV�ZRXOG�EH�EHVW�DFKLHYHG�WKURXJK�D�FRPPRQ�LQ-
ternational approach to building systems for com-
EDWLQJ�VXEVWDQGDUG�DQG�IDOVL¿HG�PHGLFDO�SURGXFWV��
+RZHYHU��LQ�WKH�DEVHQFH�RI�VXFK�DQ�DSSURDFK��WKH�
LPSOHPHQWDWLRQ� RI� JRRG� OHJLVODWLYH� SUDFWLFHV� WR�
GHYHORS�QDWLRQDO�ODZV�ZRXOG�EULQJ�D�FRPPRQDOLW\�
WKURXJKRXW�UHJLRQV�DQG�JOREDOO\��
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7KLV� ZRXOG� QHYHUWKHOHVV� VWLOO� UHTXLUH� VLJQL¿FDQW�
cooperation through an integrated approach 
among neighbouring countries and others in-
YROYHG�LQ�SXUVXLQJ�WKH�WUDI¿FNHUV�RI�VXEVWDQGDUG�
DQG�IDOVL¿HG�PHGLFDO�SURGXFWV�DQG�VKRXOG�LQFOXGH�
WKH�DSSOLFDWLRQ�RI�SUHYHQWLYH�PHDVXUHV�

Victims

7KH�PDQXIDFWXUH�DQG�WUDI¿FNLQJ�RI�IDOVL¿HG�PHG-
LFDO�SURGXFWV�DUH�FULPHV�RI�GHFHSWLRQ��+RZHYHU��
LQ�FRQWUDVW�WR�RWKHU�W\SHV�RI�IUDXG��KXPDQ�KHDOWK��
ZHOIDUH� DQG� OLYHV� DUH� LPSDFWHG� E\� VXEVWDQGDUG�
DQG�IDOVL¿HG�PHGLFDO�SURGXFWV��7KLV�GLVWLQFWLRQ�LV�
QRW�RIWHQ�QRWHG�E\�FULPLQDO�MXVWLFH�V\VWHPV��RU�E\�
FULPLQDO�HOHPHQWV��

7KH� LPSDFW�GLVWLQFWLRQ� LV� OHIW� WR�DJJUDYDWLQJ� IDF-
WRUV�DQG�YLFWLP�LPSDFW�VWDWHPHQWV�LQ�WKH�HYHQW�RI�
D� FRQYLFWLRQ� E\� WKH� FRXUWV�� ,QWHUQDWLRQDO� RUJDQL-
]DWLRQV�DQG�FRXQWULHV�KDYH�LQFUHDVLQJO\�EHJXQ�WR�
UHFRJQLVH�WKH�QHHG�WR�IRFXV�RQ�YLFWLPV��WKH�LPSDFW�
on public health system protection and the crim-
LQDOLVDWLRQ� RI� RIIHQGLQJ� EHKDYLRXUV���� &29,'����
PD\�SURYLGH�WKH� LPSHWXV� WR�FULPLQDO� MXVWLFH�V\V-
WHPV�WR�PRYH�WKLV�RSSRUWXQLW\�WR�IUXLWLRQ�

9LFWLPV�� ZKHWKHU� LQGLYLGXDOV� RU� SXEOLF� SURFXUH-
PHQW� DXWKRULWLHV�� QHHG� WR� EH� HQFRXUDJHG� WR� UH-
SRUW�FULPHV��KRZHYHU�HPEDUUDVVLQJ�WKH\�PD\�EH��
GHVSLWH�WKH�ULVN�RI�LQYLWLQJ�SROLWLFDO�VFUXWLQ\�LQ�WKH�
FDVH�RI�SXEOLF�DXWKRULWLHV��2SHQQHVV�DQG� WUDQV-
SDUHQF\�LQ�SXEOLF�VHUYLFH�DUH�FUXFLDO� WR�VWRSSLQJ�
FULPLQDO�H[SORLWDWLRQ��SUHYHQWLQJ�KDUP�WR�SDWLHQWV�
DQG�UHFRYHULQJ�ORVW�IXQGV��'HQLDO�RI�WKH�VLWXDWLRQ�
only enables such frauds to continue and others 
WR�EHFRPH�YLFWLPV��WR�WKH�GHWULPHQW�RI�YLWDO�SXEOLF�
KHDOWK�IXQGV��3RRU�JRYHUQDQFH�LQ�WKH�SXEOLF�VHF-
WRU�DOORZV�RUJDQLVHG�FULPH�WR�SURVSHU��� 

6WDIÀQJ�UHVRXUFHV

7KH� GLYHUVLRQ� RI� UHOHYDQW� VWDII� DW� WKLV� WLPH�� LQ-
FOXGLQJ� ODZ�HQIRUFHPHQW�� UHJXODWRU\�DQG�DQDO\W-
LFDO� ODERUDWRU\�SHUVRQQHO��DZD\�IURP�DGGUHVVLQJ�
PHGLFDO� SURGXFW� FULPH�� IXUWKHU� ULVNV� ZHDNHQLQJ�
QDWLRQDO� DQG� LQWHUQDWLRQDO� UHVSRQVHV�� /HVVRQV�
learned from this crisis should be incorporated 
LQWR�QHZ�RU�DGGLWLRQDO�WUDLQLQJ�

Inter-agency cooperation

There is general agreement that cooperation at 
WKH�QDWLRQDO� OHYHO�EHWZHHQ�PHGLFDO�SURGXFW� UHJ-
XODWRU\� DXWKRULWLHV�� SROLFH�� FXVWRPV� DQG� MXGLFLDO�
DXWKRULWLHV�� DQG� RWKHU� VWDNHKROGHUV�� LV� WKH�PRVW�
HIIHFWLYH�PHDQV�RI�DGGUHVVLQJ� WKH� LPSDFW�RI� WKH�
WUDI¿FNLQJ� RI� VXEVWDQGDUG� DQG� IDOVL¿HG� PHGLFDO�

SURGXFWV�RQ�LQGLYLGXDO�DQG�SXEOLF�KHDOWK��

7KLV� LV� HYLGHQFHG�E\�PDQ\�SXEOLFDWLRQV�� LQFOXG-
LQJ� OHJDO� LQVWUXPHQWV�� JXLGHV� RQ� GUDIWLQJ� OHJLV-
ODWLRQ�� UHSRUWV� DQG� VWXGLHV�� VRPH� RI� ZKLFK� DUH�
PHQWLRQHG�LQ�WKLV�UHSRUW��2EYLRXV�DUHDV�IRU�FRRS-
HUDWLRQ� LQFOXGH� WKH� LQYHVWLJDWLRQ� RI� VXEVWDQGDUG�
DQG�IDOVL¿HG�PHGLFDO�SURGXFWV��ZKLFK�LV�QR�ORQJHU�
VHHQ�DV�WKH�SUHVHUYH�RI�SROLFLQJ�DORQH��EXW�DV�DOVR�
UHTXLULQJ�WKH�DFWLYH�LQYROYHPHQW�RI�PHGLFDO�SURG-
XFW�UHJXODWRUV��FXVWRPV�DXWKRULWLHV�DQG� LQGXVWU\��
&KDOOHQJHV�UHPDLQ� LQ�PDQ\�FRXQWULHV�ZKLOH�RWK-
HUV�DUH�LPSURYLQJ�LQ�WKLV�UHVSHFW���

,Q�RUGHU�WR�UHGXFH�FULPLQDOLW\�� WKHUH� LV�D�QHHG�WR�
DGGUHVV�ZHDNQHVVHV�LQ�OHJLWLPDWH�PHGLFDO�SURG-
XFW� VXSSO\� FKDLQV� DQG� LPSURYH� WKH� FRRSHUDWLRQ�
LQIUDVWUXFWXUH� EHWZHHQ� WKH� DXWKRULWLHV� UHVSRQVL-
EOH� IRU� SUHYHQWLQJ�� GHWHFWLQJ�� LQYHVWLJDWLQJ� DQG�
UHVSRQGLQJ�WR�FDVHV�RI�VXEVWDQGDUG�DQG�IDOVL¿HG�
PHGLFDO�SURGXFWV��,W�LV�LPSHUDWLYH�WKDW�QDWLRQDO�DX-
WKRULWLHV�HVWDEOLVK�RU�VWUHQJWKHQ�LQYHVWLJDWLYH�DQG�
FRRSHUDWLYH� DJUHHPHQWV� EHWZHHQ� DJHQFLHV� WR�
facilitate the exchange of information and intelli-
JHQFH�DQG�WKH�SURFHVVLQJ�RI�HYLGHQFH�IRU�MXGLFLDO�
H[DPLQDWLRQ�

Risk communication and awareness-raising

3XEOLF�DZDUHQHVV�FDPSDLJQV�RQ�WKH�LGHQWL¿FDWLRQ�
RI� VXEVWDQGDUG� DQG� IDOVL¿HG� PHGLFDO� SURGXFWV�
DUH�UHTXLUHG�DQG�VXFK�PHVVDJHV�QHHG�WR�EH�HI-
IHFWLYHO\�FRPPXQLFDWHG��:+2�LV�ZRUNLQJ�RQ�ULVN�
FRPPXQLFDWLRQ� DQG� DZDUHQHVV� UDLVLQJ� DQG� KDV�
SURGXFHG�PDWHULDOV� WR� DGGUHVV� GH¿FLHQFLHV� DQG�
SURYLGH�VXSSRUW�WR�0HPEHU�6WDWHV�LQ�WKLV�DUHD�61 

812'&�KDV� DOVR� UHOHDVHG�DQ� DZDUHQHVV� FDP-
SDLJQ�RQ�&29,'����UHODWHG�LVVXHV��LQFOXGLQJ�WKH�
ULVN�RI�SXUFKDVLQJ�VXEVWDQGDUG�DQG�IDOVL¿HG�PHG-
LFDO�SURGXFWV��7KH�XVH�RI�ULVN�FRPPXQLFDWLRQ�DQG�
DZDUHQHVV�FDPSDLJQV�FDQ� LQFUHDVH�WKH�SXEOLF¶V�
FRQ¿GHQFH�WR�GLVFULPLQDWH�EHWZHHQ�UHOLDEOH�IDFW�
based sources of information and suspect infor-
PDWLRQ�DQG�VHUYLFHV��� 

Good governance                                                                                                            

6HYHUDO� LQWHUQDWLRQDO� RUJDQL]DWLRQV� KDYH� UDLVHG�
TXHVWLRQV�DERXW�IUDXG�DQG�D�ODFN�RI�JRYHUQDQFH�
in public health procurement processes and pro-
YLGHG�JXLGDQFH�WR�UHGXFH�WKH�WKUHDW�RI�FRUUXSWLRQ��
*RRG� JRYHUQDQFH� DQG� WKH� EXLOGLQJ� RI� UHVLOLHQW�
and pandemic-ready health procurement pro-
cesses should be part of a coordinated effort to 
FRQVROLGDWH�JXLGDQFH�IURP�DOO�UHOHYDQW�ERGLHV�LQWR�
D�VLQJOH�UHVSRQVH�GRFXPHQW��
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Ensuring that candidate medicines and existing 
¿QLVKHG�GRVDJH�IRUPV�RI�PHGLFLQHV�DUH�UHSRUWHG�
UHVSRQVLEO\�DV�SRWHQWLDO�WUHDWPHQWV�IRU�&29,'����
ZRXOG� KHOS� UHGXFH� WKH� LUUDWLRQDO� GHPDQG� IRU� H[-
LVWLQJ�PHGLFLQHV�ZKLFK�ULVNV�GLYHUWLQJ�WKHP�DZD\�
IURP�WKHLU�LQGLFDWHG�XVH���

,UUDWLRQDO� DGYHUWLVLQJ� RQ� VRFLDO� PHGLD� DQG� WHFK-
nology platforms could be addressed through en-
KDQFHG�YLJLODQFH�E\�VHUYLFH�SURYLGHUV� WR�SUHYHQW�
WKH�SURPRWLRQ�RI�IDOVH�FODLPV�DQG�UHPHGLHV��:KLOH�
some social media63 and e-business platforms64 
are tacking misinformation and the offering of un-
IRXQGHG� PHGLFDO� SURGXFWV� UHODWHG� WR� &29,'�����
PXFK�PRUH�FRXOG�EH�DFKLHYHG�WKURXJK�LQWHUQDWLRQ-
DO�DJUHHPHQWV�ZLWK�WKRVH�SURYLGHUV��

ACTIONS AND POLICY IMPLICATIONS 

812'&� DQG� :+2�� ZRUNLQJ� LQ� SDUWQHUVKLS� ZLWK�
RWKHU� VWDNHKROGHUV�� LQFOXGLQJ� ,QWHUSRO� DQG�:&2��
ZLOO�QHHG�WR�EXLOG�D�FRKHVLYH�DSSURDFK�WR�VXSSRUW-
LQJ�LQWHUQDWLRQDO�HIIRUWV�WR�GHWHUPLQH�UHVXOWV�GULYHQ�
REMHFWLYHV�DQG� WKHQ�ZRUN�FROODERUDWLYHO\� WRZDUGV�
DFKLHYLQJ�WKHP���

'HYHORSLQJ� FRXQWULHV� DQG� WKRVH� LQ� QHHG� VKRXOG�
EH� VXSSRUWHG�ZLWK� FRQ¿GHQFH�EXLOGLQJ�PHDVXUHV�
WR� FRUUHFW� LGHQWL¿HG� GH¿FLHQFLHV� DQG� ZHDNQHVV-
HV�� 7KLV� DFWLRQ� QHHGV� WR� WDNH� SODFH� LQ� WKH� QHDU�
IXWXUH� WR�VLJQL¿FDQWO\� LPSDFW� WKH�DQWLFLSDWHG�VKLIW�
LQ�&29,'����UHODWHG�PHGLFDO� SURGXFW� FULPH�RYHU�
WKH�QH[W����PRQWKV�ZKHQ�D�YDFFLQH�PD\�EH�GHYHO-
RSHG��EXW�QRW�\HW�DYDLODEOH� WR� WKH�JOREDO�SRSXOD-
WLRQ��0XFK�XQFHUWDLQW\�H[LVWV�UHJDUGLQJ�ZKHQ�VXFK�
D�YDFFLQH�PLJKW�EHFRPH�UHDGLO\�DYDLODEOH��� 

&29,'����KDV� LPSDFWHG� WKH�QRUPDO�DSSURDFKHV�
RI� 812'&� DQG�:+2� XQGHU� WKHLU� VSHFL¿F� PDQ-
GDWHV�RQ�VXEVWDQGDUG�DQG�IDOVL¿HG�PHGLFDO�SURG-
XFWV� IURP� WKH� &RPPLVVLRQ� RQ� &ULPH� 3UHYHQWLRQ�
DQG� &ULPLQDO� -XVWLFH� �&&3&-�66� DQG� WKH� :RUOG�
+HDOWK� $VVHPEO\� �:+$�67� UHVSHFWLYHO\�� 812'&�
focuses on criminal offences relating to substan-
GDUG�DQG�IDOVL¿HG�PHGLFDO�SURGXFWV�IURP�WKH�FULP-
LQDO� ODZ�SHUVSHFWLYH��ZKLOH�:+2� IRFXVHV�RQ� WKH�
KHDOWK�LPSDFW�RI�VXEVWDQGDUG�DQG�IDOVL¿HG�PHGLFDO�
SURGXFWV�� VWUHQJWKHQLQJ� UHJXODWRU\� V\VWHPV� DQG�
DGGUHVVLQJ� UHJXODWRU\� SUHYHQWLRQ�� GHWHFWLRQ� DQG�
UHVSRQVHV��

%RWK� LQYROYH� VHSDUDWH� FRQ¿GHQFH�EXLOGLQJ� LQLWLD-
WLYHV�ZLWK�0HPEHU�6WDWHV�DQG�GHYHORSLQJ�WKH�VHS-
DUDWH� IUDPHZRUNV� ZLWKLQ� ZKLFK� 0HPEHU� 6WDWHV¶�
GLIIHUHQW�DJHQFLHV�RSHUDWH��&29,'����LQWURGXFHG�
WKH� LPSHUDWLYH� WR� FROODERUDWH� DQG� SRVVLEO\� FRQ-
GXFW�MRLQW�GHYHORSPHQWV�WR�DGGUHVV�WKH�WUDI¿FNLQJ�
of medical product-related offences impacting on 

SXEOLF�KHDOWK�DV�D�VLQJOH�IRFXVHG�LVVXH�

:KLOH�WKHUH�KDV�EHHQ�VLJQL¿FDQW�SURJUHVV�WRZDUGV�
GHYHORSLQJ� IUDPHZRUNV� WR� IRFXV� VSHFL¿FDOO\� RQ�
VXEVWDQGDUG�DQG�IDOVL¿HG�PHGLFDO�SURGXFWV�LQ�WKH�
ODVW� ��� \HDUV�� IHZ� FRXQWULHV� KDYH� DQ� DGHTXDWH�
legal and regulatory system in place to address 
VXEVWDQGDUG�DQG�IDOVL¿HG�PHGLFDO�SURGXFW�UHODWHG�
FULPHV� DVVRFLDWHG� ZLWK� &29,'����� $V� KLJKOLJKW-
HG�E\�WKH�&&3&-��WKH�8QLWHG�1DWLRQV�&RQYHQWLRQ�
DJDLQVW� 7UDQVQDWLRQDO� 2UJDQL]HG� &ULPH� FDQ� EH�
XVHG�DV�DQ�LQVWUXPHQW�WR�DGGUHVV�WKH�WUDI¿FNLQJ�RI�
VXEVWDQGDUG�DQG�IDOVL¿HG�PHGLFDO�SURGXFWV68 and 
812'&�KDV�GHYHORSHG�D�*XLGH�WR�*RRG�/HJLVOD-
WLYH�3UDFWLFHV�UHODWHG�WR�VXEVWDQGDUG�DQG�IDOVL¿HG�
PHGLFDO�SURGXFW�FULPH��� 

7KH� RQO\� GHGLFDWHG� LQWHUQDWLRQDO� FULPLQDO� ODZ� LQ-
VWUXPHQW� LQ� WKH�¿HOG�RI�VXEVWDQGDUG�DQG� IDOVL¿HG�
PHGLFDO�SURGXFWV�� WKH�0HGLFULPH�&RQYHQWLRQ�� IR-
cuses on the primary aim of criminalising offend-
LQJ�EHKDYLRXU� WR�SURWHFW�SXEOLF�KHDOWK���� �5HJXOD-
WLRQV�UHODWLQJ�WR�IDOVL¿HG�PHGLFLQDO�SURGXFWV�IRFXV�
primarily on protecting the integrity of products in 
RUGHU�WR�SURWHFW�SXEOLF�KHDOWK�71

Awareness-raising

$ZDUHQHVV�UDLVLQJ� DPRQJ� WKH� SXEOLF�� UHJXODWRUV��
ODZ�HQIRUFHPHQW�DQG�KHDOWKFDUH�SURIHVVLRQDOV� LV�
D� QHFHVVDU\� FRPSRQHQW� RI� SUHYHQWLQJ�� GHWHFWLQJ�
and responding to medical product-related crime 
LQYROYLQJ� VXEVWDQGDUG� DQG�RU� IDOVL¿HG medical 
SURGXFWV�� )RU� WKH� SXEOLF�� DZDUHQHVV�UDLVLQJ� SUR-
grammes are important “to support consumer pro-
WHFWLRQ��XQGHUVWDQGLQJ�DQG�LQYROYHPHQW� LQ�HQVXU-
LQJ�WKHLU�VDIHW\�DQG�SUHYHQWLQJ�WKH�FRQVXPSWLRQ�RI�
IDOVL¿HG�PHGLFDO�SURGXFWV´���

7R� DFKLHYH� WKHVH� DLPV�� DSSURSULDWH� FRPPXQLFD-
WLRQV�WRROV��VRFLDO�PHGLD��LQWHUQHW�SODWIRUPV��WHOHYL-
VLRQ��RQOLQH�DQG�SK\VLFDO�QHZVSDSHUV�HWF���FDQ�EH�
used to reach the target audience taking into ac-
count the demographics of existing and potential 
YLFWLPV�� SURGXFW� W\SHV� DQG� GLVWULEXWLRQ� FKDQQHOV��
6XSSRUW�IURP�WKH�PHGLD�DQG�FLYLO�VRFLHW\�RUJDQL]D-
WLRQV�VKRXOG�EH�VRXJKW�WR�SURYLGH�WUDLQLQJ�WR�UHOH-
YDQW�VWDNHKROGHUV�DQG�VXSSRUW�DZDUHQHVV�UDLVLQJ�
FDPSDLJQV�

5LVN� DZDUHQHVV� LV� VXSSRUWHG� E\� ULVN� FRPPXQL-
FDWLRQ�ZKLFK�VKRXOG�EH�XQGHUSLQQHG�E\�UHSRUWLQJ�
mechanisms to ensure the targeted collection of 
TXDOLW\� GDWD� LQ� WKH� GHVLUHG� TXDQWLWLHV��&29,'����
highlights the challenges to ensure that people and 
FRPPXQLWLHV�UHFHLYH�UHOLDEOH�DQG�HYLGHQFH�EDVHG�
LQIRUPDWLRQ��



21&29,'����UHODWHG�7UDI¿FNLQJ�RI�0HGLFDO�3URGXFWV�DV�D�7KUHDW�WR�3XEOLF�+HDOWK

'XULQJ� WKH� SDQGHPLF�� DFWLRQV� E\� VRPH� VRFLDO�
media and e-commerce platforms73 indicate an 
DZDUHQHVV� RI� WKH�ZHDNQHVVHV� H[SRVHG� E\� WKH�
RQVHW� RI� &29,'���� DQG� DQ� XQGHUVWDQGLQJ� WKDW�
WKHLU�XVHUV�UHTXLUH�DGHTXDWH�DQG�IDFW�EDVHG� LQ-
IRUPDWLRQ��+RZHYHU��RWKHU�LQIRUPDWLRQ�SURYLGHUV�
PD\�KDYH�QRW�\HW�UHFRJQLVHG�WKH�DFWLRQV�WKDW�DUH�
QRZ�QHHGHG�WR�SURWHFW�WKH�SXEOLF�

INTERPRETATION OF SEIZURE DATA                                                                                                                          

7KLV�UHSRUW�LV�OLPLWHG�E\�WKH�VWDWLVWLFDO�GDWD�DYDLO-
DEOH� RQ� VHL]XUHV� WKDW�ZRXOG� HQDEOH� WKH�GHGXF-
WLRQ� RI� WUHQGV� DFURVV� UHJLRQV� DQG� JOREDOO\��7KH�
UHFRUGHG�TXDQWLWLHV�RI�VXEVWDQGDUG�DQG�IDOVL¿HG�
PHGLFDO� DQG� 33(� SURGXFWV� VHL]HG� SURYLGH� D�
global picture of trends building since the start 
RI�������

5HJLRQDO� WUHQGV� LQGLFDWH� WKDW� VLJQL¿FDQW� VHL-
]XUHV� RI� SURWHFWLYH� HTXLSPHQW��PRVWO\� VXEVWDQ-
GDUG�DQG� IDOVL¿HG� IDFH�PDVNV�DQG� ,9'� WHVW�NLWV�
IRU� &29,'����� KDYH� RFFXUUHG� LQ� WKH� UHJLRQV�
ZKHUH� WKH�KLJKHVW�QXPEHU�RI�GHDWKV�DQG� LQIHF-
WLRQV�ZHUH�¿UVW� UHFRUGHG��$VLD��(XURSH�DQG� WKH�
$PHULFDV�� 6XEVWDQGDUG� DQG� IDOVL¿HG�PHGLFLQHV�
ZHUH�LGHQWL¿HG�LQ�VHYHUDO�UHJLRQV��LQFOXGLQJ�$IUL-
FD��ZKHUH�VHYHUDO�VHL]XUHV�RI�FKORURTXLQH�WDEOHWV�
KDYH�EHHQ�UHSRUWHG��

The extrapolation of the statistics on seizures is 
OLPLWHG�WR�WKH�GLVFORVXUHV�E\�FHUWDLQ�FRXQWULHV��DV�
QRW�DOO�FRXQWULHV�KDYH�VXSSOLHG�GDWD�RU�GLVFORVHG�
WKDW�WKH\�KDYH�QRW�PDGH�DQ\�VXFK�VHL]XUHV��

)XUWKHUPRUH��WKH�FROOHFWLRQ�RI�GDWD�LV�GHSHQGHQW�
RQ� WKH�XQGHUVWDQGLQJ�ZLWKLQ� D� JLYHQ� FRXQWU\� RI�
ZKLFK�SURGXFWV�FDQ�EH�OHJDOO\�VHL]HG��KRZ�WKH\�
PLJKW�EH�FODVVL¿HG�DQG�KDYLQJ�WKH�UHVRXUFHV�WR�
VHL]H� DQG� UHSRUW� RQ� WKHP�� ,W� LV� QRW� QHFHVVDULO\�
LQGLFDWLYH�WKDW�WKH�$IULFDQ�UHJLRQ��ZKLFK�LV�NQRZQ�
WR�DOUHDG\�EH� LPSDFWHG�E\�&29,'����� LV�VWLOO� LQ�
WKH�SUH�FRQWDLQPHQW�SKDVH�ZKHQ�WKHUH�LV�WKH�RS-
SRUWXQLW\�WR�DFTXLUH�DSSURSULDWH�33(�EHIRUH�FRQ-
WDPLQDWLRQ�HVFDODWHV��

:KLOH� WKLV� FRQFOXVLRQ� FRXOG� EH� GUDZQ� IURP� WKH�
LGHQWL¿HG�WUHQGV��LW�LV�DFNQRZOHGJHG�WKDW�WKH�PHG-
LFDO�SURGXFW�UHJXODWRU\�IUDPHZRUN��HVSHFLDOO\�IRU�
PHGLFDO�GHYLFHV��LV�QRW�VWURQJ�LQ�SDUWV�RI�$IULFD�DQG�
WKLV�FRXOG�DFFRXQW�IRU�WKH�VWDWLVWLFDO�GH¿FLW��7KHUH�
DUH�QXPHURXV�H[DPSOHV�WKURXJKRXW�WKH�ZRUOG�RI�
intentionally supplied substandard medical prod-
ucts74 and PPE���GXULQJ�&29,'�����+RZHYHU�� LW�
VKRXOG�EH�QRWHG�WKDW�VRPH�FRXQWULHV�PD\�KDYH�
YLHZHG�WKH�SURGXFWV�VLPSO\�DV�VXEVWDQGDUG�DQG�
QRW�UHFRUGHG�WKHP�DV�IDOVL¿HG��0RUH�UHVHDUFK�LV�
QHHGHG�ZKHQ�VWDWLVWLFDO�GDWD�EHFRPHV�DYDLODEOH�
RQ�D�ZLGHU�EDVLV�WR�HQFRPSDVV�DOO�UHJLRQV�DQG�DV�
PDQ\�FRXQWULHV�DV�SRVVLEOH�

CONCLUSIONS & RECOMMENDATIONS                                                              

'DWD�FROOHFWHG�E\�812'&�RQ�WKH�H[WHQW�RI�VXE-
VWDQGDUG� DQG� IDOVL¿HG�PHGLFDO� SURGXFWV� VHL]HG�
globally indicates that initial trends focused on 
WKH�FRQWDLQPHQW�SKDVH�RI�WKH�SDQGHPLF�ZKLOH�HI-
IRUWV�WR�¿QG�D�WUHDWPHQW�DQG�D�YDFFLQH�WR�SUHYHQW�
WKH�GLVHDVH�DUH�RQJRLQJ��

7KLV�FRQ¿UPV� WUHQGV�REVHUYHG�E\�RWKHU�RUJDQL-
]DWLRQV��,W�LV�DQWLFLSDWHG�WKDW��LI�RU�ZKHQ�D�YLDEOH�
PHGLFDO�WUHDWPHQW�LV�LGHQWL¿HG��LW�ZLOO�EH�VXEMHFW-
HG�WR�IDOVL¿FDWLRQ��WKHIW�RU�GLYHUVLRQ�E\�RUJDQLVHG�
FULPLQDO�JURXSV���

,W�LV�DOVR�OLNHO\�WKDW�WKH�DSSURYDO�RI�D�YLDEOH�YDF-
FLQH�ZLOO� OHDG� WR� VLPLODU� WDUJHWLQJ�� %RWK� H[SHFW-
HG�WUHQGV�ZLOO�EH�DFFRPSDQLHG�E\�JUHDWHU�SODQ-
ning and execution by organised criminal groups 
EULQJLQJ�VLJQL¿FDQWO\�JUHDWHU�ULVN�WR�LQGLYLGXDO�DQG�
public health due to the type of medical products 
LQYROYHG�

7KH� IROORZLQJ� NH\� RXWFRPHV� KDYH� EHHQ� LGHQWL-
¿HG�

• &29,'����KDV�EHHQ� WKH�FDWDO\VW� IRU�D�JORE-
DO�PDUNHW�IRU�WKH�WUDI¿FNLQJ�RI�33(�QRW�VHHQ�
EHIRUH��2WKHU�IRUPV�RI�VXEVWDQGDUG�DQG�IDOVL-
¿HG�PHGLFDO�SURGXFW�VXSSOLHV�GR�QRW�DSSHDU�
WR�KDYH�DOWHUHG�WR�DQ\�VLJQL¿FDQW�H[WHQW�DW�WKLV�
SRLQW��

• ,W�FDQ�EH�H[SHFWHG�WKDW�D�YLDEOH�WUHDWPHQW�DQG�
D�SUHYHQWLYH�YDFFLQH�ZLOO�EH�WKH�VXEMHFW�RI�IDO-
VL¿FDWLRQ�� WKHIW� DQG� GLYHUVLRQ� E\� RUJDQLVHG�
FULPLQDO�JURXSV�

• $Q� LQFUHDVH� LQ� F\EHUDWWDFNV� FRUUHODWHV� ZLWK�
WKH� VSUHDG� RI� &29,'����� 6XFK� DWWDFNV� DUH�
expected to continue despite declarations by 
VRPH�F\EHUFULPLQDOV�WKDW�WKH\�ZLOO�QRW�DWWDFN�
WKH�SXEOLF�KHDOWK�LQIUDVWUXFWXUH��

• 7KH�DEVHQFH�RI�DQ�HIIHFWLYH��FRPSUHKHQVLYH�
DQG� HQIRUFHDEOH� UHJXODWRU\� IUDPHZRUN� LQ�
many countries to address substandard and 
IDOVL¿HG�PHGLFDO�SURGXFWV��LQ�SDUWLFXODU�PHGL-
FDO�GHYLFHV��KDV�OLIH�WKUHDWHQLQJ�FRQVHTXHQF-
es and is a challenge for the global commu-
QLW\�

• The absence of international coordination in 
DGGUHVVLQJ�WKH�PDQXIDFWXULQJ�DQG�WUDI¿FNLQJ�
RI�IDOVL¿HG�PHGLFDO�SURGXFWV�KLQGHUV�D�FRKH-
VLYH� DSSURDFK� WR� UHVSRQGLQJ� WR� WKLV� W\SH� RI�
FULPH� ZKLFK� LPSDFWV� LQGLYLGXDO� DQG� SXEOLF�
KHDOWK�ERWK�ORFDOO\�DQG�RQ�D�JOREDO�EDVLV��7KH�
international community needs to bring order 
WR�WKH�LQGLYLGXDO�HIIRUWV�RI�UHOHYDQW�VWDNHKROG-
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HUV�WR�GHYHORS�HIIHFWLYH�V\VWHPV�DFFHSWDEOH�WR�
DOO�

• %XLOGLQJ�JRYHUQDQFH� LPSURYHPHQWV�E\� LPSOH-
menting good practices in the procurement of 
medical products and the elimination of the op-
SRUWXQLW\� IRU� FRUUXSWLRQ� LV� DQ� HVVHQWLDO� GHYHO-
RSPHQW� WR� SUHYHQW� VXEVWDQGDUG� DQG� IDOVL¿HG�
medical products and associated PPE from 
HQWHULQJ� WKH�KHDOWK�V\VWHP��5HOHYDQW� LQWHUQD-
tional bodies can support countries to imple-
PHQW�VXFK�LPSURYHPHQWV�E\�GHYHORSLQJ�D�VLQ-
JOH� VHW� RI� JRYHUQDQFH� UHFRPPHQGDWLRQV� IRU�
JRRG�SUDFWLFHV�

• 3UHYHQWLQJ��GHWHFWLQJ�DQG� UHVSRQGLQJ� WR�VXE-
VWDQGDUG� DQG� IDOVL¿HG� PHGLFDO� SURGXFW� FULPH�
ZLOO�UHTXLUH�QHZ�RU�DGGLWLRQDO�FURVV�VNLOO�WUDLQLQJ�
in the medical product sector to address cur-

UHQW�DQG� IXWXUH�FKDOOHQJHV��7KLV�PD\�EH�EHVW�
DFKLHYHG� WKURXJK� D� FRRUGLQDWHG� HIIRUW� E\� UHO-
HYDQW� LQWHUQDWLRQDO� ERGLHV� LQFOXGLQJ�812'&��
:+2�� ,QWHUSRO�� :RUOG� &XVWRPV� 2UJDQL]DWLRQ�
DQG�RWKHU�VWDNHKROGHUV�76

• The international community has a responsibil-
ity to foster and facilitate shared approaches to 
GHYHORSLQJ�JOREDO�VROXWLRQV�IRU�FRPEDWLQJ�WKH�
WUDI¿FNLQJ�RI�VXEVWDQGDUG�DQG�IDOVL¿HG�PHGLFDO�
SURGXFWV�DIIHFWLQJ�LQGLYLGXDO�DQG�SXEOLF�KHDOWK�
ERWK�QDWLRQDOO\�DQG�LQWHUQDWLRQDOO\�77

$GYHUWLVLQJ�DQG�VHOOLQJ�&29,'����UHODWHG�
PHGLFLQHV�DQG�PHGLFDO�HTXLSPHQW�RQ�WKH�
'DUN�:HE

$� JURZLQJ� ERG\� RI� HYLGHQFH� VKRZV� WKDW�
&29,'����UHODWHG�VFDPV�DUH�WDNLQJ�SODFH�RQ�WKH�
µVXUIDFH�ZHE¶�78�ZKLFK�UHIHUV�WR�WKH�,QWHUQHW�SDJHV�
LQGH[HG�E\�VHDUFK�HQJLQHV��/HVV�LV�NQRZQ�DERXW�
WKH�VFRSH�RI�LOOLFLW�DFWLYLW\�RQ�WKH�'DUN�:HE�LQYROY-
LQJ�&29,'����UHODWHG� SURGXFWV�� LQFOXGLQJ�PHGL-
FLQHV�DQG�PHGLFDO�HTXLSPHQW����$�VWXG\�RI�VHYHUDO�
'DUN�:HE� DQRQ\PRXV�PDUNHWSODFHV� FRQGXFWHG�
LQ�$SULO������VRXJKW�WR�DGGUHVV�WKLV�JDS�DQG�LGHQ-
WLI\� D� UDQJH� RI� WUDQVDFWLRQV� LQYROYLQJ�PHGLFLQHV�
DQG�PHGLFDO�HTXLSPHQW�UHODWHG�WR�&29,'������

7KH� PDUNHWSODFHV� LQFOXGHG� LQ� WKH� VWXG\� ZHUH��
(PSLUH� 0DUNHW�� 'DUN� 0DUNHW�� 9HUVXV�� :KLWH�
+RXVH�0DUNHW�0RQRSRO\�DQG�7RU�0DUNHW��ZKLFK�
are among the largest English-language darknet 
PDUNHWV�� � (PSLUH� 0DUNHW� ZDV� LGHQWL¿HG� DV� WKH�
ODUJHVW� DFWLYH� RQOLQH� DQRQ\PRXV� PDUNHWSODFH��
ZLWK� RYHU� ������� GUXJ� OLVWLQJV��7ZR�RI� WKH�PDU-
NHWSODFHV�FRYHUHG�E\�WKH�VXUYH\��0RQRSRO\������
OLVWLQJV�� DQG� 7RU� 0DUNHW� ����� OLVWLQJV��� DUH� VR�
FDOOHG�ERXWLTXH�PDUNHWV�ZKLFK�DUH�PXFK�VPDOO-
HU� WKDQ� WKH� RWKHU� IRXU��0RQRSRO\� VSHFLDOL]HV� LQ�
drugs such as narcotics and prescriptions med-
LFLQHV�ZKHUHDV�7RU�0DUNHW�LV�RQO\�DFWLYH�LQ�1HZ�
=HDODQG��3UHYLRXV�VWXGLHV�VXJJHVW�WKDW�D�SRVLWLYH�
FRUUHODWLRQ�VKRXOG�QRW�EH�PDGH�GLUHFWO\�EHWZHHQ�
the number of listings on a marketplace and pur-
FKDVHV�RI�WKH�DGYHUWLVHG�FRPPRGLWLHV��DV�WKH�IRU-
mer is not considered to be a reliable indicator of 
DFWXDO�HFRQRPLF�DFWLYLW\�81

7KH� PDUNHWSODFHV� ZHUH� VXUYH\HG� E\� DSSO\LQJ�
WKUHH�FDWHJRULHV�RI�TXHULHV�WR�LWHP�WLWOHV�DQG�GH-
VFULSWLRQV�����0LUDFOH�FXUHV�� LQFOXGLQJ�NH\ZRUGV�
WDJV�VXFK�DV� µK\GUR[\FKORURTXLQH¶�� µFKORURTXLQH¶�
DQG�µD]LWKURP\FLQ¶�����*HQHUDO�WHUPV��XVLQJ�NH\-
ZRUGV�VXFK�DV�µFRURQD¶�DQG�µFRYLG¶��DQG����7HVWLQJ�
DQG� SURWHFWLRQ�� ZKLFK� LQFOXGHG� NH\ZRUGV� VXFK�
DV� µ1��¶�� µPDVN¶�DQG� µWHVW�NLW�¶�7KH�TXHULHV�ZHUH�
entered into the search boxes of all six market-
SODFHV�� UHVXOWV� ZHUH� PDQXDOO\� LQVSHFWHG� DQG�
FODVVL¿HG��7KH�FOXVWHUV�RI�NH\�ZRUGV�LQFOXGHG�LQ�
WKH�TXHULHV�\LHOGHG�GLIIHUHQW�UHVXOWV�LQ�HDFK�RI�WKH�
PDUNHWSODFHV��

2Q�:KLWH�+RXVH�0DUNHW��VHDUFKHV�IRU� µK\GUR[\-
FKORURTXLQH¶�RU�µFKORURTXLQH¶�SURGXFHG�QR�UHVXOWV��
µ$]LWKURP\FLQ¶�� RQ� WKH� RWKHU� KDQG�� DSSHDUHG� LQ�
IRXU�OLVWLQJ��KRZHYHU�WKLV�PHGLFLQH�LV�LQGLFDWHG�IRU�
WUHDWLQJ�D�UDQJH�RI�GLVHDVHV��IURP�EDFWHULDO�LQIHF-
WLRQV�RI� WKH�UHVSLUDWRU\� WUDFW� WR�YHQHUHDO�GLVHDV-
HV�� DQG� LV� QRW� DGYHUWLVHG� DV� D�&29,'���� FXUH��
6HDUFKHV� RI� WKH� NH\ZRUG� µ&29,'¶� \LHOGHG� ����
UHVXOWV��DOO�RI�ZKLFK�ZHUH�VSHFLDO�RIIHUV��L�H��µGLV-
FRXQWHG¶�SULFHV�RQ� WUDGLWLRQDO� UHFUHDWLRQDO�GUXJV�
VXFK�DV�PDULMXDQD�DQG�0'0$��6HDUFKHV�RI�NH\-
ZRUGV� FRYHULQJ�33(� �IDFH�PDVNV�� DQG� WHVW� NLWV�
SURGXFHG�QR�UHVXOWV��

6HDUFKHV� IRU� µK\GUR[\FKORURTXLQH¶� RU� µFKORUR-
TXLQH¶� FRQGXFWHG� RQ� (PSLUH�0DUNHW� \LHOGHG� ���
UHVXOWV��PDQ\�RI�ZKLFK�ZHUH�GXSOLFDWLRQV�DQG�UHS-
UHVHQWHG�RQO\� VHYHQ� UHOHYDQW� OLVWLQJV��7KLV� VXJ-
gests that listing counts are not a reliable indica-
WRU�RI�HFRQRPLF�DFWLYLW\�RQ�PDUNHWSODFHV�DQG�PD\�
OHDG�WR�HUURUV��2QH�RI�WKH�YHQGRUV�DGYHUWLVLQJ�K\-
GUR[\FKORURTXLQH�SURGXFWV�DW�WKH�WLPH�RI�WKH�VXU-
YH\�ZDV�VXEVHTXHQWO\�EDQQHG��LQGLFDWLQJ�WKDW�WKH�

ANNEX
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SURGXFW� DGYHUWLVHG� FRXOG� KDYH� EHHQ� IUDXGXOHQW��
2QH�RI� WKH�PHGLFDO� LWHPV�DGYHUWLVHG� RQ�(PSLUH�
0DUNHW�ZDV� D� VHW� RI� WZHQW\�¿YH�&29,'���� ,J*�
,J0� UDSLG� WHVWV� ZLWK� D� SULFH� RI� 86������ 2WKHU�
&29,'����UHODWHG� SURGXFWV� LQFOXGHG� DQWLERG\�
WHVW� NLWV� DGYHUWLVHG� DW� 86������� HDFK�� /LPLWHG�
HYLGHQFH� RI� D� UHFRUGHG� VDOH� RI� ��� WHVW� NLWV� IRU�
86�����ZDV� IRXQG�RQ�(PSLUH�0DUNHW�� KRZHYHU�
the proceeds are negligible in comparison to the 
RYHUDOO�YROXPH�RI�WUDQVDFWLRQV�LQYROYLQJ�QDUFRWLFV�
RQ�VXFK�PDUNHWSODFHV��ZKLFK� LV�HVWLPDWHG� WR�EH�
ZRUWK�KXQGUHGV�RI�PLOOLRQV�RI�GROODUV�HYHU\�\HDU��� 

1HYHUWKHOHVV��VRPH�YHQGRUV�VHOOLQJ�&29,'����UH-
ODWHG�PHGLFDO� HTXLSPHQW� RQ� (PSLUH�0DUNHW� DS-
SHDUHG�WR�EH�HVWDEOLVKHG�RXW¿WV��VXJJHVWLQJ�WKH\�
PD\� KDYH� JRRG� DFFHVV� WR� SKDUPDFHXWLFDO� ODER-
UDWRU\�VXSSOLHV��$�VPDOO�QXPEHU�RI�VDOHV�RI� IDFH�
PDVNV�ZDV�DOVR�GHWHFWHG�RQ�WKDW�PDUNHWSODFH��DO-
WKRXJK�DW�XQXVXDOO\�KLJK�SULFHV�H�J��WZR�1���IDFH�
PDVNV�DW�D�SULFH�RI�86������2QO\�RQH�VDOH�RI�WKLV�
W\SH�RI�IDFH�PDVN�ZDV�GRFXPHQWHG�E\�WKH�VXUYH\��
7KH� KLJK� SULFH� FRXOG� VXJJHVW� WKH� YHQGRU� KDG� D�
OLPLWHG�QXPEHU�RI� LWHPV� LQ� VWRFN�DQG�ZDV� WU\LQJ�
to discourage buyers from purchasing the prod-
XFW��)XUWKHUPRUH��VRPH�YHQGRUV�DGYHUWLVLQJ�IDFH�
PDVNV�ZHUH�VXEVHTXHQWO\�EDQQHG�E\�WKH�PDUNHW-
SODFH�� VXJJHVWLQJ� WKH� DFWLYLW\� ZDV� VXVSHFWHG� WR�
EH�IUDXGXOHQW�

'DUN� 0DUNHW� LV� DQRWKHU� PDMRU� PDUNHWSODFH� LQ-
FOXGHG� LQ� WKH�VXUYH\��ZLWK�DSSUR[LPDWHO\��������
OLVWLQJV� DGYHUWLVHG� RQ� WKH� SODWIRUP�� ,Q� WHUPV� RI�
&29,'����UHODWHG�DFWLYLW\��VHDUFKHV�IRU�µK\GUR[\-
FKORURTXLQH¶� DQG� µFKORURTXLQH¶� \LHOGHG� RQO\� RQH�
OLVWLQJ��1RWDEO\������TXHU\� UHVXOWV�VHHPHG� WR�EH�
&29,'����UHODWHG�� EXW� WKH� YHQGRUV�ZHUH� LQ� IDFW�
DGYHUWLVLQJ� WUDGLWLRQDO� SURGXFWV�� VXFK� DV� FDQQD-
ELV� DQG�0'0$��ZKLOH� XVLQJ�&29,'� WHUPLQRORJ\�
WR� FDSLWDOL]H� RQ� WKH� SDQGHPLF� WR� DGYHUWLVH� WKHLU�
SURGXFWV��

0RQRSRO\� PDUNHW�� VPDOOHU� WKDQ� WKH� RWKHU� PDU-
NHWSODFHV� FRYHUHG� E\� WKH� VXUYH\�� KDG� RQO\� RQH�
&29,'����UHODWHG� SURGXFW� OLVWHG� ±� K\GUR[\FKOR-
URTXLQH�VXOSKDWH��0DUNHW�DGPLQLVWUDWRUV�SRVWHG�D�
ZDUQLQJ� WR� SRWHQWLDO� EX\HUV� WKDW� WKH� GUXJ� LV� QRW�
WR� EH� FRQVLGHUHG� D� UHOLDEOH� FXUH� IRU� &29,'����
DQG�WKDW�VHOI�GLDJQRVLV�LV�QRW�DGYLVDEOH��:KLOH�WKH�
PDUNHW�GLG�DOORZ�WKH�SURGXFW�WR�EH�VROG��YHQGRUV�
ZHUH� FDXWLRQHG� DJDLQVW� SUR¿WLQJ� IURP� WKH� SDQ-
GHPLF� DQG� DGYHUWLVLQJ� K\GUR[\FKORURTXLQH� DV� D�
FXUH�IRU�&29,'����

The analysis of leading online marketplaces did 
QRW� SURGXFH� VLJQL¿FDQW� FRQYLQFLQJ� HYLGHQFH� RI�
PDMRU�VDOHV�LQYROYLQJ�&29,'����UHODWHG�PHGLFLQH�
DQG�PHGLFDO�HTXLSPHQW��$OWKRXJK�D�VPDOO�QXPEHU�
RI�OLVWLQJV�RI�UHOHYDQW�SURGXFWV�ZDV�REVHUYHG��WKH\�
DSSHDU�WR�JHQHUDWH�YHU\�OLWWOH�UHYHQXH��7KH�OLPLW-
HG�QXPEHU�RI� WUDQVDFWLRQV� LV�XQVXUSULVLQJ��JLYHQ�

WKDW�UHJXODU�EX\HUV�RQ�VXFK�PDUNHWSODFHV�DUH�ZHOO�
YHUVHG� LQ�SXUFKDVLQJ�GUXJV�DQG�KDYH�D�UHODWLYH-
O\�KLJK� OHYHO�RI� WHFKQLFDO�DFXPHQ��7KLV�VXJJHVWV�
WKDW�EX\HUV�HQJDJLQJ�LQ�WUDQVDFWLRQV�RQ�WKH�'DUN�
:HE�DUH� OHVV� OLNHO\� WR�SXUFKDVH�PHGLFLQHV� WRXW-
HG� DV� &29,'���� PLUDFOH� FXUHV� DQG� RYHUSULFHG�
IDFH�PDVNV��RU�SRWHQWLDOO\�IUDXGXOHQW�33(��1RWD-
EO\�� VRPH�&29,'����UHODWHG� LWHPV� OLVWHG� RQ� WKH�
PDUNHWSODFHV� VHHPHG� WR� EH� DGYHUWLVHG� E\� YHQ-
GRUV� ZKR� KDG� H[HFXWHG� VHYHUDO� RQOLQH� WUDQVDF-
WLRQV��7KLV�PD\� LQGLFDWH� WKDW� YHQGRUV�ZHUH�DEOH�
WR�DFFHVV�D�VLJQL¿FDQW�QXPEHU�RI�SKDUPDFHXWLFDO�
SURGXFWV��2I�WKH�YDULRXV�PDUNHWSODFHV�VXUYH\HG��
WKH�ODUJHVW�VKDUH�RI�DFWLYLW\�ZDV�REVHUYHG�RQ�(P-
SLUH�0DUNHW�� ,Q�RQH� LQVWDQFH��PDUNHW�DGPLQLVWUD-
WRUV�DFWLYHO\�VRXJKW� WR�UHJXODWH� WUDQVDFWLRQV�DQG�
SUHYHQW�YHQGRUV� IURP�SUR¿WLQJ� IURP� WKH�RQJRLQJ�
SDQGHPLF� WKURXJK� DGYHUWLVHPHQWV� IRU� K\GUR[\-
FKORURTXLQH�DV�D�FXUH�IRU�&29,'����

7R�FRQFOXGH��WKH�ODUJHVW�PDUNHWV�RQ�WKH�'DUN�:HE�
GLG� QRW� H[KLELW� VLJQL¿FDQW� WUDQVDFWLRQV� LQYROYLQJ�
SURGXFWV�GLUHFWO\�UHODWHG�WR�&29,'�����1HYHUWKH-
OHVV��&29,'����DSSHDUHG� WR�EH�XVHG� LQ�VHYHUDO�
FDVHV� DV� DQ� DGYHUWLVLQJ� WRRO� IRU� WUDGLWLRQDO� QDU-
FRWLFV�� /RQJ�WHUP� PRQLWRULQJ� RI� WUDQVDFWLRQV� RQ�
VXFK�PDUNHWSODFHV�LV�QHHGHG�WR�DVVHVV�ZKHWKHU�
WKH�VLWXDWLRQ�LV�HYROYLQJ��)XUWKHUPRUH��RWKHU�LOOLFLW�
FKDQQHOV�� VXFK� DV� XQOLFHQVHG� ,QWHUQHW� PDUNHWV��
ZKLFK�SDUDGR[LFDOO\�PD\�EH� OHVV� UHJXODWHG� WKDQ�
'DUN� :HE� PDUNHWV�� VKRXOG� DOVR� EH� LQFOXGHG� LQ�
IXWXUH�PRQLWRULQJ�HIIRUWV��WR�GHWHUPLQH�WKH�H[WHQW�
WR�ZKLFK�RQOLQH�PDUNHWV�FRQWULEXWH�WR�WKH�VDOH�RI�
&29,'����UHODWHG�SURGXFWV��

)XUWKHU� LQ�GHSWK� DQDO\VLV� RI� YHQGRU� EHKDYLRXU�
RQ� 'DUN� :HE� PDUNHWSODFHV� PD\� RIIHU� LQVLJKWV�
LQWR� WKH�ZD\V� LQ�ZKLFK� WKH�&29,'����SDQGHPLF�
LV�LQÀXHQFLQJ�LOOLFLW�RQOLQH�VDOHV�RI�JRRGV�VXFK�DV�
PHGLFDO�GHYLFHV�DQG�HTXLSPHQW�DQG�OLFLW�SKDUPD-
FHXWLFDO�PHGLFLQHV��6WXG\LQJ�WKH�ORQJ�WHUP�LPSDFW�
RI�&29,'����RQ�RQOLQH�QDUFRWLFV�VDOHV�ZLOO�EH�RI�
HTXDO�LPSRUWDQFH��DV�EX\HUV�PD\�IDFH�REVWDFOHV�LQ�
meeting dealers face-to-face and as a result may 
turn increasingly to online sources to purchase 
LOOLFLW�GUXJV��)XUWKHUPRUH��FRQ¿QHPHQW�PHDVXUHV�
and the closure of borders introduced in many 
countries to contain the spread of the pandem-
LF� SRVH� VLJQL¿FDQW� FKDOOHQJHV� WR� RQOLQH� YHQGRUV�
seeking to ensure the shipping of their products 
LV�QRW�GLVUXSWHG��'LVUXSWLRQV�RU�DOWHUDWLRQV�WR�WUD-
GLWLRQDO�SURFXUHPHQW�DQG�VKLSSLQJ�ÀRZV�PD\�EH�
DEOH� WR� EH� LGHQWL¿HG� WKURXJK� VWXG\LQJ� WKH� ORQJ�
WHUP�LPSDFW�RI�WKH�&29,'����SDQGHPLF�RQ�RQOLQH�
VDOHV� RI� LOOLFLW� GUXJV�� )XUWKHUPRUH�� VXFK� D� VWXG\�
PD\� DOVR� LGHQWLI\� FKDQJHV� LQ� YHQGRU� DQG� EX\HU�
EHKDYLRXU�DQG�SUR¿OHV�WULJJHUHG�E\�&29,'����DV�
ZHOO�DV�RWKHU�VRFLDO�DQG�HFRQRPLF�XSKHDYDOV�DV-
VRFLDWHG�ZLWK�WKH�SDQGHPLF�
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&KDQJHV�LQ�WKH�PRGXV�RSHUDQGL�RI�RUJDQL]HG�
FULPLQDO� JURXSV� WULJJHUHG� E\� WKH� &29,'����
SDQGHPLF�

(YLGHQFH� VKRZV� WKDW� RUJDQL]HG� FULPLQDO� JURXSV�
DUH� XVLQJ� WKH� &29,'���� SDQGHPLF� WR� LQ¿OWUDWH�
WKH� OHJDO� HFRQRP\� DQG� VWUHQJWKHQ� JRYHUQDQFH�
DFWLYLWLHV� LQ� UHVSRQVH� WR� HPHUJHQFLHV� WULJJHUHG�
E\�WKH�RQJRLQJ�FULVLV�83�7KH�LQYROYHPHQW�RI�RUJD-
QL]HG�FULPLQDO�JURXSV�LQ�WKH�SURYLVLRQ�RI�PHGLFLQHV�
RVWHQVLEO\� UHODWHG� WR�&29,'����� VXFK� DV� FKORUR-
TXLQH��ERWK�LQ�WHUPV�RI�LQ¿OWUDWLQJ�WKH�OHJDO�VXSSO\�
FKDLQ�DQG�PDQDJLQJ�WKHLU�LOOLFLW�WUDGH��LV�VXSSRUWHG�
E\�HYLGHQFH�IURP�VHL]HG�VKLSPHQWV�RI�LOOHJDO�PHG-
LFDO�SURGXFWV�LQ�VHYHUDO�FRXQWULHV������ Such groups 
are reconsidering their strategies and increasingly 
VZLWFKLQJ� WR� RWKHU� W\SHV� RI� FULPH� LQYROYLQJ� IDOVL-
¿HG�JRRGV�VXFK�DV�33(�DQG�PHGLFLQHV�86 Various 
W\SHV�RI� F\EHUFULPH� LQYROYLQJ� IUDXGXOHQW�PHGLFDO�
SURGXFWV�KDYH�EHHQ�OLQNHG�WR�QHZ�PRGXV�RSHUDQ-
di of organized criminal groups resulting from the 
&29,'����SDQGHPLF��DV�LOOXVWUDWHG�E\�WKH�IROORZ-
LQJ�H[DPSOHV�

• 7KH� 8.¶V� 1DWLRQDO� &\EHU� 6HFXULW\� &HQWUH�
�1&6&��VDLG�LW�WRRN�GRZQ�PRUH�WKDQ�������RQ-
OLQH�FRURQDYLUXV�VFDPV� LQ�0DUFK������ZKLFK�
included 471 fake online shops selling fraudu-
OHQW�&29,'����UHODWHG�LWHPV�87

• 3ROLFH� LQ� )UDQFH� UHPRYHG� ��� IUDXGXOHQW�
ZHEVLWHV� FODLPLQJ� WR� VHOO� FKORURTXLQH� LQ�$SULO�
�����88

• &29,'����UHODWHG�VFDPV�LQ�WKH�86$�DPRXQW-
HG�WR�DSSUR[LPDWHO\�86������PLOOLRQ�IURP�WKH�
EHJLQQLQJ� RI� -DQXDU\� WR� PLG�$SULO� ����� DQG�
KDYH� DIIHFWHG� PRUH� WKDQ� ������� FLWL]HQV��� 

 

 

• ,Q�WKH�¿UVW�IRXU�PRQWKV�RI�������������F\EHU-
DWWDFNV�UHODWHG�WR�&29,'����ZHUH�GHWHFWHG�LQ�
WKH�8QLWHG�$UDE�(PLUDWHV� LQFOXGLQJ�����PDO-
ZDUH�WKUHDWV������HPDLO�VSDP�DWWDFNV�DQG�����
85/�DWWDFNV���

$�FRQVLGHUDEOH�QXPEHU�RI�F\EHUDWWDFNV�DQG�VFDPV�
UHODWHG�WR�WKH�&29,'����SDQGHPLF�ZDV�UHFRUGHG�
ZRUOGZLGH� GXULQJ� WKH� ¿UVW� IRXU� PRQWKV� RI� ������
6XFK�VFDPV�LQFOXGH�VRFLDO�PHGLD�DGYHUWLVHPHQWV�
DQG�ZHEVLWHV� IRU� WKH�SXUFKDVH�RI�33(�� WHVW� NLWV��
VDQLWL]HU�DQG�IDOVL¿HG�PHGLFLQHV��

4XDOLWDWLYH�DVVHVVPHQWV�RI� WKH�VLWXDWLRQ� LQ�1RUWK�
Macedonia indicate that organised criminal groups 
DUH� PRYLQJ� DZD\� IURP� GUXJ� WUDI¿FNLQJ� WR� RWKHU�
W\SHV�RI�FULPH�LQYROYLQJ�IDOVL¿HG�PHGLFDO�SURGXFWV�
VXFK�DV�SURWHFWLYH�HTXLSPHQW�DQG�SKDUPDFHXWLFDO�
SURGXFWV����&\EHUFULPH�XVLQJ�YDULRXV�PDOZDUH�DQG�
UDQVRPZDUH�SDFNDJHV�WKHPHG�DURXQG�&29,'����
DUH� DOVR� SUHGLFWHG� WR� EH� SDUW� RI� WKH� QHZ�PRGXV�
RSHUDQGL��

,Q� 0H[LFR�� LW� KDV� EHHQ� UHSRUWHG� WKDW� RUJDQLVHG�
FULPLQDO� JURXSV�� VXFK� DV� GUXJ� FDUWHOV�� DUH� OLNHO\�
WR�VZLWFK�WR�F\EHUFULPH��,W�LV�H[SHFWHG�WKDW�RQOLQH�
IUDXG��LQFOXGLQJ�WKURXJK�SKLVKLQJ�DWWDFNV��ZLOO�ULVH�
during the period of emergency measures put in 
SODFH�WR�FXUE�WKH�VSUHDG�RI�WKH�SDQGHPLF��� 
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MAP 3: ILLICIT EVENTS INVOLVING COVID-19-RELATED SUBSTANDARD AND FALSIFIED   
MEDICINE AND MEDICAL EQUIPMENT IN SELECTED COUNTRIES IN NORTHERN EUROPE
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MAP 4: ILLICIT EVENTS INVOLVING COVID-19-RELATED SUBSTANDARD AND FALSIFIED  
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MAP 5: ILLICIT EVENTS INVOLVING COVID-19-RELATED SUBSTANDARD AND FALSIFIED   
MEDICINE AND MEDICAL EQUIPMENT IN THE UNITED STATES OF AMERICA
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